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SECTION 1:  INTRODUCTION 

1.1 SCOPE OF REVIEW 
The City of Alexandria (COA) engaged Plante & Moran to conduct a comprehensive review of 
the use and application of information technology across the organization.  The analysis includes 
a complete organizational review and evaluation of the COA’s current IT services and 
organizational structure which supports core business functions of the City organization, the 
personnel/staffing requirements necessary for the support of systems, and the governance 
structures employed to support the operational mission of the COA Department of Information 
Technology Services (ITS).  While an understanding of the City’s IT hardware and software 
systems are necessary to appropriately accomplish the scope of work, neither a detailed analysis 
of those systems nor the development of extensive recommendations regarding those systems 
was requested.  Work associated with this study was oriented towards the provision of guidance 
and deliverables which clearly define those areas that pose the greatest risk and those areas 
that offer the greatest opportunity for overall improved information technology service delivery in 
the City of Alexandria organization. 

The primary objective of this review is to enable ITS to: 

• Expand upon existing achievements in transitioning the ITS from an emphasis on control 
and process to a focus on customers and results; 

• Provide outstanding customer service to stakeholders internal and external to the 
Department(s); 

• Interact with and inform customers, vendors, and others on as routine and as efficient a 
basis as possible; 

• Become a greater strategic resource for top management and departments; 

• Eliminate non-value added tasks and unnecessary costs in business processes; 

• Create the optimal balance between centralized and decentralized IT service delivery 
Citywide with full understanding of the organizational benefits and consequences of the 
achieved balance; and 

• Reflect “best practices” in all areas of activity. 
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1.2 PROJECT APPROACH 
A typical IT assessment for an organization generally encompasses the following three areas of review: 

• Organization 
• Administration 
• Technology 

The visual below depicts the relationship between these three components of an IT assessment. 
 

 

 
 

 

The Organization and Administration components were the primary focus of this analysis, with a 
high level review of technology and anticipated major projects. 
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Project Work Plan 
Our project work plan was organized into the following set of activities intended to achieve the 
project objectives.  The major activities performed included: 

 Develop Project Charter 

At the start of the project, project goals and objectives were confirmed to provide a 
framework for the following areas of focus: 

 Project overview 
 Goals and Objectives 
 Project stakeholders 
 Project influences 
 Scope plan (both in and out of scope items) 
 Project staffing 

The major goal of this step was to ensure that the results of the project were consistent 
with the City’s objectives for conducting the project. 

 Collect and Review Documentation 

Plante & Moran reviewed existing documentation to gain a comprehensive understanding 
of the City’s technical and web environment.  Documents included the following: 

 FY2010-2015 IT Strategic Plan, proposed 
 Scope of services provided and technologies supported by the IT department 
 IT staff job duties, responsibilities and job descriptions 
 Listing of services provided by external providers  
 Expenditures on technology, (hardware, software, networking, services, line 

charges, support, maintenance, etc.) 
 Any internally or externally focused surveys regarding feedback on the City’s IT 

function, such as existing end user surveys recently conducted by the City 
 Organizational Strategic Plans 

 Departmental Organization Chart 

 Technology standards for the following areas: 
 Current hardware/software/technologies inventory 
 Current network infrastructure and diagrams 
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 Conduct Central and Department IT Staff Interviews 

Met with the IT support staff individually and in small groups, to review their areas of 
support and other organizational, administrative and technology support components.  
Distributed a confidential survey to the IT staff that was intended to gather information in 
the following areas: 

 Job duties and responsibilities 
 Job requirements and resources 
 Organization structure 
 Work volume 
 Communication / working relationship 
 Other comments / suggestions 
 Supplemental questions 

 Review and Assess Technical Environment 

Reviewed each of the major IT installations including ITS and distributed data centers.  
Major steps included: 

 Technical surveys 

 Interviews with IT support staff 

 Review of major platforms, applications and IT standards 

 Limited Benchmarking 

Compiled the results from our “Best Practices” research and conducted applicable 
comparisons with the City including the following areas: 

 Departmental structure and staffing patterns 
 Information technology funding levels and the allocation of those funds 
 Alternate service delivery options  
 Other areas deemed necessary 

 Conduct Stakeholder Interviews  

Distributed a survey and conducted meetings with staff within the City departments, to: 

 Identify interactions with ITS 
 Identify satisfaction with ITS 
 Solicit feedback regarding project prioritization and governance 
 Discuss the departments’ perceptions as to how ITS can improve 
 Assess how information about ITS requests are gathered 
 Discuss how the scope of department IT initiatives are defined, and how the 

initiatives are justified, approved, funded/budgeted, and prioritized 
 Discuss the approach taken to align IT initiatives with department priorities 
 Discuss the typical approach to project management 
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Prior to these meetings, departments received surveys to provide departmental input 
specific to their area. We did not conduct direct user feedback surveys or interviews.  We 
did however, rely upon data previously collected by ITS surveys and include that 
feedback as part of our analysis.  This included discussions with the IT Director regarding 
user satisfaction. 

 Review IT Governance Model 

We assisted in the development of an IT Governance Model that included the following 
areas: 

 Recommendations regarding IT Policy 
 Recommendations regarding IT Procedures 
 Recommendations regarding IT Standards 
 Project identification, review and prioritization 
 Annual technology budgeting 
 Project review process for departmental, line of business and enterprise 

applications 

 Developed Management Report 

We developed this Management Report based on the information collected in the 
previous steps. 
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1.3 SUMMARY FINDINGS & RECOMMENDATIONS   
1.3.1 Information Technology Services Department 

The City’s ITS department is responsible for the centralized operation of the City’s information 
technology services, support and IT infrastructure .  ITS is organized to provide a flexible, 
efficient and effective structure to manage information technology operations and investments to 
support the City’s strategic goals, business processes and enterprise-wide information needs.   
The ITS department includes the following groups that provide these services: 

Department Administrative Services 
Is responsible for department human resources processing, office management, billing, meeting 
and schedule coordination, simple purchase management, reception and training administration. 

Information Security Office 
Is responsible for the assessment, formulation and implementation of enterprise-wide IT security 
policies. 

Project Management Division 
Is responsible for planning, management and assessment of enterprise IT projects, complex 
purchase management, budgeting, and financial management.  

Applications Division 
Is responsible for the management, maintenance and development of enterprise applications 
and dedicated business systems. 

 

Operations Division 
Consisting of three sections, Help Desk, Telecommunications Systems and Operations with 
responsible for end-user technical customer service support (Help Desk); telecommunications 
system planning and day-to-day troubleshooting and operations equipment deployment services, 
and construction, moves, and relocation coordination (Telecommunications Systems); 
processing scheduled production, data backup and restores (Operations)  

Database Management Division 
Is responsible for the applications and enterprise database administration, data standardization, 
integration and information exchange. 

Network Management Division 
Is responsible for the Institutional Network (I-Net), e-mail system and enterprise server systems 
(including server replacement) and connectivity. 

 

1.3.2 Department IT Staff Support 

In addition to the ITS Department, there are eight City departments and agencies with 
information technology service divisions.  Overall some 2,200 workstations are connected to the 
City’s I-Net.  Services provided by departmental divisions external to the ITS Department are 
coordinated with ITS staff and include the following: 

Office of Communications – responsible for website and e-Government initiatives (8.1 FTE’s). 
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Circuit Court – responsible for courthouse IT services and for customers of the Alexandria 
Justice Information System (AJIS) (150 computer workstations, 500+ users, 6 FTE’s). 

Fire Department – responsible for support of Fire/EMS Operations, Fire/EMS records 
management, Fire/EMS training, Fire Maintenance, fire Communications infrastructure including 
computer aided dispatch (CAD) systems and other Fire-specific computer systems.  Emergency 
Management and Emergency Operations Center support is coordinated between Fire and ITS 
department staff (100+ computer workstations, 50+ mobile computers, 4.5 FTE’s).  Additionally, 
the Fire Department is responsible for City wide Code Enforcement Operations and support for 
building permit related systems (1 FTE). 

Human Services – responsible for support to the Department of Human Services (DHS) Mt. 
Vernon Avenue facility, the JobLink employment center, the Community Digital Divide. 

Initiative, the Mentor Home, the Adult Day Services Center, the CAC (Center for Alexandria’s 
Children and for other departments that use DHS systems such as Mental Health, Mental 
Retardation and Substance Abuse (MH/MR/SA) and the Alexandria City Public Schools (ACPS).  
Additionally, liaison IT service is provided to the Virginia Department of Aging, Virginia 
Naturalization and Immigration Services, The Northern Virginia Regional Commission, and the 
Virginia Department of Social Services (350+ computer workstations, six staff persons). 

Mental Health/Mental Retardation/Substance Abuse – responsible for the development and 
maintenance of department –specific applications, ad hoc management reports, management of 
specialized electronic clinical records software and database, and network and hardware 
services at multiple department locations (400+ computer workstations and laptops, server 
operations, 6.1 FTE’s) 

 

Police Department – responsible for management of Emergency Communications (911), 
Citywide Radio Communications, Crime Analysis, the Federal CommTech liaison project, all 
major systems including computer aided dispatching (CAD), records management (CRIMES), 
and 800MHZ radio infrastructure (LAN, 200+ desktop computers, 300+ mobile computers, 14 
FTE’s). 

Recreation – responsible for first line support of the City’s recreation and park facilities, 
recreation administration and research and planning for departmental technology enhancements, 
network and telecommunications support, server administration, management for recreation 
specific systems, support for City-wide applications such as e-mail, accounting and payroll 
systems, web site development and maintenance, e-commerce development, management and 
support, IT system training and technical support for the department’s staff as well as for the 
publicly accessible computers at six remote sites.  (150+ computer workstations, 2.7 FTE’s). 

Alexandria Sheriff’s Office – responsible for support of the Public Safety Center Security 
System which manages access of the Public Safety Center; the Alexandria Justice Information 
System (AJIS for booking, jail management, criminal and traffic case information; the Livescan 
system for finger and palm printing; the Video Arraignment System; and the Pretrial Community 
Corrections system (PTCC), which communicates defendant case management data of the 
Alexandria Criminal Justice Services Program to the State Department of Criminal Justice 
Services.  Also responsible for first level help desk support and training for standard City 
applications for 216 users (113 workstations, 3.5 FTE’s). 

The Finance, Human Resources, and Transportation and Environmental Services 
Departments – each includes a dedicated IT Coordinator position responsible for providing 
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primary liaison support and coordination of major department initiatives with ITS but do not 
constitute a departmental IT division. 

IT dependent organization, external to the ITS Department and decentralized operations noted 
previously include: 

Geographic Information Systems (GIS) – functionally aligned with the Department of Planning 
and Zoning but provides support and coordination of GIS related services organization wide (6.1 
FTE’s) 

IT operations, tangentially related to the City which influence IT related service delivery and 
service planning include: 

Alexandria City Public Schools (ACPS) – the City school system operates independently of 
the City government and has in place and extensive technology program (including issuing a 
laptop computer to each ACPS High School student).  The ACPS operates external to its 
facilities using the City government managed I-Net.  ACPS IT operations are not intended as part 
of this scope of work, however an understanding of ACPS IT to City IT services is required.  
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1.4  FINDINGS 
The City of Alexandria has made numerous good investments in IT over the years.  The basic IT 
infrastructure appears strong and reliable.  End user satisfaction is very high with many major 
applications, as well as with IT support and service.  The City is a recognized benchmark among 
peers and is routinely recognized by professional IT organizations. 
Organizationally, the City has implemented several best practices.  The IT Steering Committee 
assists in establishing organizational priorities and the technology budget.  A detailed IT plan is 
prepared annually.  A well thought out committee structure has been established, as has a 
robust liaison program to foster communication between disparate IT resources. 
The City has pursued a highly decentralized strategy with respect to IT investments.  Individual 
departments have wide latitude in making IT investments, and several maintain “mini” IT 
departments to support their local technology.  In fact, more IT staff are employed in user 
departments than in the central ITS. 
Alexandria has enjoyed most of the classic benefits of a decentralized approach.  These include: 

• Responsiveness 

• Business awareness, applications closely meet the “business” needs 

• Local control of priorities 

• Data integrity 

• Rapid development/deployment 

The City also, however, is beginning to recognize that it has exhausted the benefits of this highly 
decentralized approach.  The classic disadvantages of an overly decentralized strategy are 
becoming noticeable.  Specific symptoms of this level of decentralization include: 

• High costs, e.g. redundant dispatch systems for police and fire 

• No central IT strategy, despite an IT Plan, leading to questions regarding ROI by the 

Mayor and Council 

• Service delivery issues surrounding existing enterprise applications, e.g. Web Services, 

GIS, permitting, etc. 

• Challenges in the selection, and implementation of new enterprise applications e.g. 

permitting, payroll/Human Resources, planned Department of Emergency 

Communications computer aided dispatch technology 

One key to optimizing the City’s investment in technology is to identify the right balance between 
departmental autonomy and central control of the investment.  Most City management staff 
recognize the need for greater central coordination, but were also quick to express potential 
concerns.  There are several approaches available to the City to better leverage central control 
of the IT investment without sacrificing departmental control of their applications. 
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Our recommendations can be categorized into 3 major areas for consideration by the City: 

1. Enhance IT Governance 
 This is actually more a function of “management” than of “technology”.  We offer several 
 suggestions for creating a more strategically focused ITSC and more actively engaging 
 the management team in setting IT priorities. 

2. Strengthen the ITS capacity to deliver “enterprise” projects 
Enterprise projects refer to applications/system that are used and shared by multiple 
departments.  While ITS does manage the infrastructure base layer of technology, the 
departments largely manage the application layer, the software that most users know and 
use.  The departments tend to effectively manage their individual applications and 
technology priorities.  However, the City does not have the capabilities to effectively 
manage enterprise projects, and enterprise projects will likely dominate the capital 
investment in the foreseeable future.  Specifically, this includes expanding the Project 
Management office in ITS, establishing a Project Portfolio Management system and 
requiring certain protocols for managing “enterprise” investments/projects (e.g. ERP/HR, 
EOC/CAD/RMS, Permitting, Document Management, etc.) 

3. Selectively consolidate some functions within ITS 
Strengthen functions that are of relatively low strategic importance, but offer significant 
economies of scale.  Examples include centralizing most help desk, PC support and 
basic technology support functions.  The current decentralized approach is easily costing 
the City double and offering little return value. 

Consolidate the management and support of major enterprise technologies.  This 
includes technologies such as web development (eGov), GIS, document management 
and the like.  The current decentralized approach in some cases reflects the normal 
growth, development and assimilation of the technology.  However, as these technologies 
mature, the enterprise benefits and needs generally tend to outweigh the advantages of 
decentralization.  These should be considered on a case by case basis as most of these 
services/programs do have strategic importance to the organization. 
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SECTION 2:  INFORMATION TECHNOLOGY ASSESSMENT 

2.1 MANAGEMENT SUMMARY   
The overall goal for implementing technology is not for the technology itself but rather to enhance 
existing business processes performed by individual departments and processes that are 
performed across the City.  Technology is intended to enhance these business processes by: 

• Making them more efficient 
• Making them more effective 
• Improving decision-making 
• Providing enhanced customer service to both internal and external customers 
• Improving access to information 
• Reducing costs 

As such, the goal in conducting this IT Assessment is to provide a coordinated, planned 
approach towards the deployment of technology with the intention of supporting the business 
goals of the City and implementing its IT Plan. 
The following scale has been developed to measure the maturity of various IT assessment 
areas: 
 

Maturity Description Rating 
Best Practice in the Industry 5.0 - 
Mature or Fully Implemented 4.0 - 
As Expected / Fair 3.0 - 
Improvements Identified 2.0 - 
Needs Significant Improvement 1.0 - 

 
Please note that for each observation, we have included the maturity rating of the item, timing, 
priority relative to other recommendations and estimated effort. 
 

Rating Priority Effort 
 High Priority – 

Requires immediate 
attention 

Requires Significant 
Effort and / or 

resources 
 Medium Priority – 

Should be addressed 
Requires Moderate 

Effort and / or 
resources 

 Low Priority – 
Address as 

time/resources permit

Requires Minimal Effort 
and / or resources 

 
The table below provides a summary of our observations and recommendations, the “report 
card”.   
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Observation / Recommendation  Maturity Priority. Effort 

Organization 

Technology Vision    

Leadership and Management    

Communication    

IT Decision Making    

Organization Structure    

Staff Competency    

Administration 

Technology Budgeting and Funding    

IT Policies and Procedures    

Project Management    

Project Portfolio Management    

Survey of End-User Satisfaction    

Helpdesk    

Security Management    

Disaster Recovery Planning    

Technology - Infrastructure 

Infrastructure – Network & Telecom    

Infrastructure – Servers, Storage, & Backup 
Systems 

   

Database Management    

Technology Management    

Data Center Management    

Technology – Enterprise Applications 

GIS Program    

HR/Payroll Application    

Email    

EOC and CAD/RMS    

AJIS    

Central ITS Custom Application Support    
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2.2 IT ASSESSMENT – ORGANIZATION 
 

 Maturity Priority Effort 

2.2.1 Technology Vision    

Observations: 
The City has published a Strategic IT Plan for fiscal years 2010-2015 that identifies the future 
technology projects and potential technology expenditures at an enterprise-level within the 
City. The plan specifies technology goals for the City and the central IT Department. The plan 
as written identifies the IT goals and objectives, major enterprise level initiatives, IT 
committees, and funding requirements. The IT department and other departments with major 
IT operations have been left to develop detailed implementation plans independently.  The 
City should be commended for the development of the Plan. A published plan specifying City 
goals and objectives is generally regarded as a best practice to align investments in 
technology. 
 
While the City has a published Information Technology Plan, the content of the document can 
be enhanced to promote greater IT effectiveness. The plan does not appear to fully reflect the 
goals and priorities of the City Council or senior management. Further, the Plan is not 
developed with broad input from management and may not be completely accepted by all 
elected officials and department heads.  Interviews would suggest that some of the enterprise 
applications called for in the plan may require further development of the supporting business 
case.   
 
The plan is developed periodically by the central IT Department staff after consultation with 
other City departments. The Information Technology Steering Committee (ITSC) meets 
approximately 5 times annually, during the budget preparation cycle, to review new project 
requests (those projects not specified in the existing IT Plan) as submitted by department 
heads, establish priorities for the new projects, and to make budget recommendations to the 
Capital Improvement Plan (CIP) committee. The ITSC is comprised of select Department 
Directors, but all department heads have an opportunity to express an opinion regarding the 
process and the priorities established by the committee. 
 
Based upon input from City management, the original intent of the ITSC was to serve as a 
policy making body to assist in the oversight of technology investment for the City. The ITSC 
serves currently to support the budget process and does not appear to truly address the 
broader technology “policy” needs. In addition, the ITSC does not appear to provide 
significant guidance to departments regarding the return on investment (ROI) that the City 
seeks from approved technology projects. Both the policy and ROI aspects of technology 
oversight are currently delegated to the central IT department staff. Both processes are 
currently embedded in the responsibilities of the Project Management Office within central IT. 
This office both compiles the technology plan, and assists departments each year in 
documenting new project requests.  
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 Maturity Priority Effort 

2.2.1 Technology Vision    

Opportunity: 
Strengthen the IT (Strategic) Plan and broaden input. 

The IT Plan should serve as a platform for communication to all city staff and as a basis for 
alignment of department level technology goals, objectives, and initiatives.  This would 
include central IT as well as all departments with significant IT operations and investments. 
The Plan sets forth the technology vision of the City, the means to achieve the vision and the 
criteria upon which success will be evaluated after implementation. The current plan can be 
improved by strengthening the visioning component as well as the evaluative criteria. 
 
We recommend expanding the role of the ITSC to include developing the 5 year Technology 
Plan, and continue to annually update the plan to reflect budget priorities. The establishment 
of technology policy for the City, as well as, the return on investment desired for new projects 
should be agreed upon by the department heads, with the approval of the City Manager and 
Council. The ITSC, a committee of the department heads, can be charged with developing 
such policy recommendations.  
 
These improvements to the technology planning process will provide the departments with 
greater control over the technology investment, reducing the perceived need for the current 
level of IT decentralization and the accompanying extra costs. Additionally, this process may 
provide greater visibility to the technology priorities of the City Council and senior 
management. 
 

 
 Maturity Priority Effort 

2.2.2 Leadership and Management    

Observations: 
The Mayor indicated that he and the City Council want a more “holistic vision” of technology 
for the City.  He, and several members of senior city management, also indicated a sense 
that the City lagged its local peers in technology.  Clearly, based upon our interviews, 
expectations regarding technology at the City outpace the reality of what has been delivered. 

Interviews with senior managers indicate pockets of innovations do exist in the City.  The use 
of technology within the Police Department is widely recognized as innovative and offering a 
solid return on its investment.  The eGov unit (several IT personnel located within the 
Communications function) within the City Manager’s office is identified as a successful, 
progressive use of social media.   

IT leadership within the City has become increasingly decentralized for several years.  This 
strategy of decentralization has yielded the typical results, including innovation and high end 
user satisfaction.  This strategy has a downside; a loss of economies of scale.  The City of 
Alexandria is starting to recognize the limitations of decentralization. 



 City of Alexandria, VA 
March, 2010  Information Technology Assessment  

 

Page 18 of 72 

 Maturity Priority Effort 

2.2.2 Leadership and Management    

Interviews with management staff indicate a growing recognition for the need to begin to take 
a more holistic view of technology investments.  For example, the Police Department is very 
satisfied with its technology investments, and the return in productivity gains to the Police 
operation.  However, Alexandria is unique in the fact that it maintains two complete, duplicate 
dispatch operations, one for Police and one for Fire.  Additionally, while the eGov unit is 
praised for its pioneering advances in the use of social media, the unit under serves other 
legitimate web uses, particularly routine business transactions.  This is not necessarily 
because the eGov unit does not value routine business transactions.  Further, should the 
central IT Department be required to support other Internet-based transactions, for example 
financial or human resource applications, it would likely need to create a duplicate function. 

Opportunity: 
Many progressive communities are beginning to embrace the concept of a Chief Information 
Officer (CIO).  The CIO position is typically created to provide an organization with the 
“holistic” view of technology.  The successful incumbent often has a strong technology 
background, but an even stronger general management viewpoint. 

We recommend creating a CIO position at the City of Alexandria.  The CIO would serve as 
the permanent leader of the ITSC and be ultimately responsible for recommending IT 
policies, plans and budgets to City leadership.  The CIO will be responsible for creating a 
coherent IT strategy to incorporate the priorities of senior City leadership and intangible 
aspects of technology.  For example, make the decision to go with Outlook over Notes. 
This recommendation would be position neutral, however, it is strongly noted that a new CIO 
position would also represent additional functions and workloads beyond the current IT 
Director position. 
The current Director of IT and Deputy Director of IT positions would be replaced by the CIO 
and a reconfigured IT Deputy Director position.  

 
 Maturity Priority Effort 

2.2.3 Communication    

Observations: 
Leadership recognizes the need for improved communications between both the teams within 
IT, and between departments within the City. The communication flow is top-down and down-
up and there is limited peer-to-peer communications. 

Staff indicated a lack of communication between teams within ITS, as well as between ITS 
and external IT Departments. This seems to be the most evident when there are big projects 
that require work or input from multiple teams, individuals or departments. Other teams are 
not notified when changes are made to a system that may impact other groups e.g. changes 
to a server that may impact an application. 

Staff also indicated that communication around project expectations and requirements could 
be improved by bringing them into the project during the initial planning stage, instead of at 
the end for implementation. 
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 Maturity Priority Effort 

2.2.3 Communication    

Opportunity: 
 Develop formalized communication channels with the IT department, and Service 

Level Agreements (SLAs) between IT and the other City departments 
 Enhance the formal Department Liaison program. 
 Increase IT interaction and cross-training, enabling the Liaisons to perform more 

support and planning functions. 
 IT staff indicated a strong desire to meet more often for information sharing and 

brainstorming. 
 Increase IT exposure across the City by: 

o Publishing newsletter / blogs to better inform City staff on IT related activities 
and initiatives 

o Use of bulletin boards/forums such as SharePoint to share expertise and 
communicate status of projects. 

 
 Maturity Priority Effort 

2.2.4 IT Decision Making    

Observations: 

Very decentralized decision-making, some organized technology planning. 

Very decentralized organizational structure, with departmental IT staff out numbering central 
IT staff.  As a result, departments are highly satisfied with local applications and support.   

Decentralized structure leads to increased costs due to duplications such as, multiple 
helpdesk, various technology platforms, multiple dispatch centers, multiple redundant 
software licenses, etc. 

Decentralized structure, in addition to a historical lack of application support contributes to 
overall less than optimal performance in the implementation and development of enterprise 
level applications (those applications that span multiple departments).  Examples include GIS 
program, eGov, and document management. 

Fragmented technology planning is tied to annual IT budgeting and project prioritization. 

A loose set of criteria does appear to exist for how IT projects are identified and prioritized at 
a city level.  

There does not appear to be a mechanism to guide technology purchasing or implementation 
decisions that would consider all key facets of a technology investment.  Components should 
include IT architecture, standards, support, maintenance, licensing, etc. 

Central IT, with a few exceptions, does not appear to have sufficient staff, technical expertise, 
or experience to support large scale application implementations. 
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 Maturity Priority Effort 

2.2.4 IT Decision Making    

 

Opportunity: 
• Create City-Wide IT governance, to balance the effects of the current decentralized IT 

decision process.  The City will need both processes, decentralized for local 
applications and centralized for enterprise level applications. 

• Clearly define the role of central IT in supporting large scale application 
implementation projects.  This includes creating specific procedures, protocols and 
methodologies. 

• Create 2-3 additional Project Manager positions to support City application 
implementation, specific position requirements should include experience 
implementing large scale commercial systems. 

• Establish a City Technology Standards Committee with oversight of the more 
technical requirements of hardware and software. 

• Establish departmental groupings around lines of business and or specific 
technologies (e.g. public safety line of business, GIS, etc.) as needed.  

 
 Maturity Priority Effort 

2.2.5 Organization Structure    

Observations: 
End user departments are concerned about the centralization of IT investments and support.  
Best practice indicates that organizations must balance the benefits of a decentralized 
approach for local (department) decision making with the need for centralized approaches for 
enterprise systems and applications. 
The City has well developed decentralized IT capabilities in several departments. 
The City has only recently begun to develop the capacity to manage enterprise application 
projects through the Project Manager positions.  Examples of past challenges include CRM, 
and document management. 
Most of the major initiatives in the IT Plan are enterprise in nature.  As such, the City must 
quickly develop more capacity to function on a central basis to facilitate moving forward with 
the plan. 
City staff appear technically competent as it relates to specific technologies.  Staff appear to 
need training geared toward effective implementation of major enterprise applications. 
Analysis was performed to estimate IT staff positions across the organization.  Currently, IT 
staff is often classified by a Job Class or Job Title that does not easily match to a specific 
technology position.  For example, a Computer PRGMR / Analyst II Job Title and a Job Class 
2379 does not clearly reflect whether the individual is supporting an application, programming 
or performing project management tasks.   
Throughout the IT Assessment, both Central and Department IT staff received a detailed 
questionnaire that requested their full-time-equivalent (F.T.E.) estimates against eight 
industry standard IT job classifications.  F.T.E. estimates were also requested as part of a 
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2.2.5 Organization Structure    

department specific questionnaire.   
 
The following graphic depicts the  spread of approximately 104 F.T.E. staffing estimates 
across the City of Alexandria: 

 
 

Opportunity: 
There appear to be a sufficient quantity of IT staff within the City.  Re-assign staff and re-train 
as needed to accomplish the following: 

 Expand the Project Management Office (2-4 FTE’s) within central IT to directly provide 
experienced project managers to most, if not all, enterprise level projects. 

 Consolidate the majority of help desk and PC support functions to demonstrate 
economies of scale.  Central IT will need to invest in some relatively inexpensive 
tools: asset tracking and “trouble ticket” tracking software. 

 Virtualize servers where appropriate to achieve economies of scale. 
 Expand staff positions (2-3 FTE’s) in the Project Management Office to allow for 

ongoing project identification and monitoring.  This would include providing resources 
to individual departments to help identify projects, improve the project intake process, 
and to load projects into a Project Portfolio Management (PPM) system (the City 
already owns software that can provide this).   

 Total FTE’s for both Project Management and Portfolio Management is recommended 
between 4 – 7 FTE’s. 

Reinvigorate or create ad-hoc committees around projects that serve “communities of 
interest” or “lines of business”.  The committee should include representatives from all 
departments that will have a significant reliance on a particular technology.  An existing 
example is the committee that has formed around the Property Tax system, including 
representatives of IT, the Assessors office, Treasury, etc.  An example of a committee that 
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2.2.5 Organization Structure    

should form includes the departments that rely upon the Permitting system.  These 
committees often help define system requirements, data policies and procedures and develop 
usage protocols. 

 
 Maturity Priority Effort 

2.2.6 Staff Competency    

Observations: 
Skills 
The skill sets of staff are very inconsistent across the same type of functions e.g. skills set for 
a server administrator at a department vs. those of ITS personnel. 

Highly skilled Database Administrator (DBA) positions are spread across the city 
Departments.  Including the Data Architecture Division Chief within ITS, there are a total of 7 
DBAs (3 – City, 1 – Health, 2 – Police, 1 – Courts).  

Web Team: The web team is not a part of ITS and reports to the office of Communications 
although often the projects done by the web team intertwine with ITS. 

The individual job titles may not necessarily reflect their actual responsibilities. As described, 
the job classifications need to be revisited and reclassified.  

Most of the programmers are specialists in specific areas, but the need for generalist 
programmers appears greater.  Many of the programmers are only skilled in older 
programming languages used on the City’s legacy applications and will struggle to support a 
transition to newer applications.   

Staffing:  There is more than adequate IT staffing across the City. There is need to better 
balance work load. 
Performance Reviews:  Performance Review: Continuing education / Professional 
Development is required as part of the annual performance review, but not enforced.  
Performance reviews are conducted on an annual basis. The current process is described as 
being fairly antiquated and requires updates. There is no formal peer review.  

Staff Training:  Due to limited funding, IT staff training has been restricted. However, there 
also lacks end user training on key applications or when major upgrades are performed. 

Overwhelmingly, a lack of training to keep IT staff current and aware of what is changing 
within the industry was cited as a weakness of the City.   

End User Training:  There are no individuals dedicated for end user training. Central IT had 
an Administrative Technician position with the responsibility for IT training across the City was 
eliminated as part of the FY2010 budget reductions.  New employees are given minimal 
training on hire and are primarily required to learn on the job or seek assistance from a super 
user in that department. 
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2.2.6 Staff Competency    

Opportunity: 
 For a number of core IT functions, for example Help Desk and Customer Service 

Support, the City should consider creating a centralized pool of resources that can 
administer and support those functions across the organization. This will provide 
consistent implementation, support, administration and the ability to balance the work 
load across the organization.   

 As a part of IT operations, the City may want to consider resources to address the end 
user IT training requirements. The trainer could train end users on the use of various 
IT resources and application available across the City. 
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2.3.1 Technology Budgeting and Funding    

Observations: 
Current IT budgeting approach appears to discourage collaboration by treating 
technology as an expense instead of as an investment. 
Budgeting for maintenance agreements and staffing requirements for equipment and 
software purchased through the IT CIP process is a challenge.  While dollars are 
budgeted for the approved IT projects, the cost of maintaining those projects must 
come from department annual budgets, which are often strained. 
Generally when a Department decides to purchase a technology related item, Central 
IT is involved in discussing a standard.  If a standard does not exist, the requesting 
department will request a recommendation while seeking input from other 
departments on pros and cons of a particular technology they have implemented.  
Typically, it is the type of technology or the discretion of the department that 
determines if the department or a centralized procurement process will take place. 
The annual ITSC CIP presentation is a department’s most significant form of 
participating in a project prioritization process for IT resources.  This is an annual 
event, therefore planning and coordinating IT projects is much more limited 
throughout the year. 
There does not appear to be a standard approach to developing a business case 
(ROI) for technology investments. 
There is no mechanism to differentiate enterprise level projects (multi-department) form local 
(single department) projects. 
 
Budget Analysis 
The FY2010 Budget for the Information Technology Services Department is $6,504,441, a 
reduction in General Fund budget of $838,125, or 11.4% from FY2009. 

Total Department FTE’s for the Information Technology Services Department is 43.0, a 
reduction of 5.5 total FTE’s, or 11.3% from FY2009. FY2011 calls for a further reduction to 
40.0 FTE’s within ITS.  In contrast, in January of 2008 there were 59.5 FTE’s in the central 
ITS (including eGov).  This represents a 32.8% reduction from January 2008 to FY2011.   

These costs and staff counts represent the technology services that are delivered from the 
central ITS department.  These services include delivering several enterprise applications, 
such as email, as well as network and server support.  However, the City has seven 
departments with significant IT staff, as well as other IT staff placed within other departments. 

To gain further insight into the total cost of delivering information technology services across 
the entire organization, we developed an estimate based on financial information provided by 
the Finance Department, Human Resource staff records, a Department Assessment 
Questionnaire, as well as interviewing IT staff across the organization.   
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The following table summarizes the total estimated cost of IT services Citywide: 

Categories 
Central IT 
Operating 

Budget 

Decentralized 
(Department) 
IT Spending 

Capital 
Budget Totals 

a.  Salaries and 
Benefits $4,433,935 $6,357,986 $10,791,921

b. Hardware 
purchases and 
maintenance 

$482,500 $1,037,000 $1,525,000 $3,044,500

c. Software 
purchases and 
maintenance 

$596,139 $1,007,474 $1,410,000 $3,013,613

d. Contract 
Services $239,365 $500,000 $739,365

e. Training $67,493 Unknown $67,493

f. Other $775,301 Unknown $775,301

Totals: $6,594,733 $8,902,460 $2,935,000 $18,432,193*

* This estimate would increase if the cost of training and IT Contractors was fully known. 

Approximately 36% of the total IT investment is made through the central IT department.  
$6.5 million appears to be managed centrally out of a total of $18.4 million in annual 
spending. While this extreme level of decentralization has afforded individual departments an 
opportunity to maximize satisfaction with their local applications, it has led to overall higher 
costs.   

Often IT projects are added to Capital Budgets without taking into account the capacity and 
resource requirements the staff and operating budgets must absorb. 

There is a concern that ITS cost cutting may be inconsistent with City priorities.  For 
example, with the last budget cuts a project manager position was not funded and an 
existing DBA position was eliminated within ITS.  This was during the same budget 
cycle that a major enterprise application, that would require staffing, was approved for 
funding.  Also, staffing cuts in Central IT have sent staff seeking positions of equal or 
lesser pay grade in the perceived safer departments. 
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Benchmarking 

Total IT spending as a percentage of the City General Fund Budget (including non-school 
CIP funding) is 5%, the highest in the peer benchmarking group considered for this IT 
assessment, as depicted in the following graphic: 
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Total IT spending per City staff person is a good metric to reflect varied 
responsibilities when compared to other cities nationally.  Alexandria’s spending 
appears to be $2,200 per staff higher than the peer average on this basis. 
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Opportunity: 
Continue to fund smaller, local projects through individual department budgets, but 
create some form of oversight, through a PPM system in the CIO’s office, for all larger 
scale (e.g. over $25,000) projects. 
Develop an improved process to identify, prioritize and fund enterprise level projects.   
Create a standard business/ ROI model for evaluating enterprise projects and a 
mechanism to track proposed and active projects to ensure accountability. 
To address the concern that cutting a percentage across all departments due to 
budget cuts has continued to take critical resources from Central ITS, consider the 
alternative of seeking budget adjustments by IT programs and activities.   
Adopt a consistent accounting method to capture IT expenses. The two most common 
practices are: 

 Creating an IT fund (as an internal service fund), charge all IT expenses under that 
fund. This method will keep track of the total IT expenses incurred.  Revenue to support 
IT will come from department contributions based on budgeted information. Therefore, 
this method requires more diligence for budgeting IT expenses.  Fund balances at the 
year-end can be carried over for next year’s expenses.  

 Setup designated IT accounts in each department/fund to capture expenses such as 
payroll, benefits, hardware, software, repair and maintenance and contract services.  

Have all IT expenditure requests verified by Finance. 
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Observations: 
Policies: IT policies exist, but the enforcement of these policies is often lax. 

Procedure: Procedures for key systems are not documented.  

Documentation: Documentation on the various systems is fragmented i.e. parts of document 
exist. The location of the available documentation is not consolidated at a single / common 
location.  

Technical Standards: In a majority of instances, ITS defines the standards and the 
procurement of infrastructure components such as network equipment, servers, and 
workstations are funneled through ITS. The purchasing department is making a concerted 
effort to ensure major equipment purchases are reviewed by ITS. Desktop procurement and 
licensing across the City is handled by ITS. 

The City has an organized approach to receiving project proposals and establishing budget 
priorities.  This process appears to function well, but can be enhanced by introducing the 
concept of Return on Investment (ROI).  This is a private sector concept that can be adapted 
to build more accountability into the process for departments requesting significant 
technology investments. 

The City policies concerning the use of Social Media/Social Networking tools seem to conflict.  
Permission may require a department head approval for access and individual department 
help desks must be contacted to request access, rather than ITS or the Communication 
Department. 

Opportunity: 
 Assign the task of creating IT Policies (and as important, Exceptions process) to the 

CIO.  The CIO suggested policies should be approved by the management team, as 
appropriate, for implementation and enforcement.   

 Limit further decentralization of IT functions and responsibilities to user departments, as 
these will likely create further inefficiencies. 

 Initiate an effort to document ROI for major projects upon intake.  Example is included.   
 Review policies regarding Social media in total to ensure consistency. 
 Apply the necessary resources to creating usable documentation.  The documentation 

must be stored in a secure location on the network that is accessible only to authorized 
personnel. 

 Create a central repository for all IT (City and departments) related documentation 
 Standardize custom applications that are undocumented and at risk, often supported by 

individual staff. 
 Transition away from programming to Commercial Off The Shelf (COTS) products with 

minimum customization. 
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Observations: 
The Central IT PMO lacks the resources necessary to manage all IT projects in the City.  It 
consists of 2 project managers and a Fiscal Analyst that reports to the Director of IT.   
Another vacant Project Manager position was eliminated in the FY2010 budget which has 
prevented them from taking on additional responsibilities.  Generally, ITS PMO gets involved 
in high visibility, high dollar value project like the Voice over IP (VoIP) telephone system, 
Enterprise Maintenance Management System, Customer Relationship Management or 
HR/Payroll system.  They appear to have a strong track record of successfully completing 
these types of projects and, appear to enjoy a good reputation with the City Manager’s Office.  
The scope of these projects also tends to consume the PMO, which allows other projects to 
by-pass the office entirely.    

The central IT department has been implementing formal project management techniques 
currently used within Central IT and to varying degrees by other departments. The current 
PMO office treats all technical projects with standard project management techniques, but  
may fail to realize some of nuances and technical implications of certain projects. The current 
PMO techniques are viewed by some staff as introducing a process that adds limited value 
rather than as an enabler and coordinator.  The perception within ITS is that management by 
the PMO is optional, and some staff have been allowed to manage their own project without 
PMO oversight to avoid personality conflicts.  There is no empirical data to show the 
success/failure rate of these projects in comparison to projects managed by the PMO.   

The seemingly arbitrary nature of the PMO is complicated by the absence of a master project 
portfolio for all of IT projects. Each division maintains their own project list. There is not 
enough information shared between the various divisions and personal preference appears to  
take precedence over process.  

The lack of consistent project scheduling and management was also expressed as a source 
of frustration by the various IT professionals across the City.  Some of them opt out of the 
Centralized IT process and manage their own projects.   Others simply ignore what they view 
as an overly bureaucratic and randomly applied process.  This leads to complaints that the 
status of a project is not always communicated in a timely manner. Departments are 
sometimes forced to ‘scramble’ at the last minute. 

Formal project management policies 
Procedures and tools do exist within the Central IT PMO office, but may not be widely 
followed and deployed.  Some management staff are unfamiliar with project management 
methods and struggle to fill out the required paperwork.  There is not a clear distinction 
between different types of projects.  A small $6,000 department request is expected to go 
through the same paperwork request and ITSC approval process as a major enterprise 
project. 

When requesting funds for an IT project or when briefing the IT Steering Committee on the 
progress of an already funded IT project, staff are requested to complete the following forms:   

1. IT Plan Project Text - Template used for staff to complete text of our IT Plan. 

2. IT Project Planning Checklist - Used once funding has been granted; speaks 
to the 'readiness' of a project team to move forward.  



 City of Alexandria, VA 
March, 2010  Information Technology Assessment  

 

Page 30 of 72 

 Maturity Priority Effort 

2.3.3 Project Management    

3. IT Project Charter – A comprehensive document that speaks to project scope, 
SMART goals, anticipated return on investment, deliverables, timeline, project 
assumptions and constraints  

4. IT Project Status Update PowerPoint presentation –Used when the IT Steering 
Committee can request this presentation from project managers.  A way to get 
a sense of what's going well, what's not going well on a project.   

5. IT Project Lessons Learned Record - A way to record what went well and what 
didn't so that staff can learn from the experiences on the project  

Within the current process, concepts such as ROI, project scope and goals are more clearly 
defined after the project capital expenditure has been approved as a part of the project 
charter development. 
Project Management 
The application of the above process is applied inconsistently with Departments often 
following their own project management methodologies.  This decentralized model of project 
management does not leverage a core set of project management best practices which leads 
to inconsistencies across the organization.  The following Visio diagram that shows an 
alternative Phased Review process for IT Projects. 
This process does follow the typical industry standard phases of project management, 
however, decisions regarding the use of a project manager appear inconsistent.   It was 
observed that a department may feel compelled to manage the project locally on its own or 
with a cross-functional team.  For example, it is unclear whether Central IT Project 
Management staff or the Finance Department will manage the upcoming HR/Payroll 
replacement project. 
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Opportunity: 
The role of the PMO should be expanded to provide project managers for large enterprise 
initiatives, and to streamline the tools and templates to assist others. 

We suggest that the project manager should assume total project responsibility including 
hardware and software, as well as, identifying key data management and ongoing support 
issues and requirements. 

Given that ITS only has 2 Project Manager positions, and the City IT Plan calls for several 
major enterprise projects, we suggest that ITS consider 4-7 total FTE’s for both Project 
Management and Portfolio Management. 

The PMO needs to be more technically (at a high level) oriented to better understand the 
nature of IT projects and the impact on other systems. Any staff added to the PMO office 
would require some technical background and experience in managing technical projects. 

Expand the role of the Project Management office to include assisting requesting 
departments to incorporate the ROI concepts into initial project intake.   

Following intake, the PMO should: 

• Monitor project progress in a formal Project Portfolio Management (PPM) system. 

• Provide Business Analysis assistance during project implementation. 

Conduct project follow-up reviews to determine project success post implementation. 
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Observations: 
Limited formal IT planning is conducted on a regular and coordinated basis between Central 
IT department and with end-user departments, beyond initial intake. 

Multiple project wish lists exist across the City. 

Fragmented technology planning is only tied to annual IT budgeting and project prioritization 
through the ITSC process. 

A formal Project Portfolio Management process is a best practice to assist with collaboration 
and prioritization. 

Opportunity: 
 A single Master Project Portfolio can be utilized to manage all projects, whether funded 

or unfunded, across the enterprise.   
 Technology planning and project management can be conducted on an ongoing basis 

that is a participative process that ties IT initiatives to City IT and business goals. 
 Project criteria is established and can be used by departments and other IT governance 

units to prioritize and schedule projects 

 
 Maturity Priority Effort 

2.3.5 End User Satisfaction    

Observations: 
The City sends an annual survey to all employees to gauge satisfaction with the central IT 
department and the services provided. Overall, there was a high level of satisfaction for all 
areas surveyed.  In particular:  

• 87% of respondents either agreed, or strongly agreed, that Help Desk staff is 
responsive to customer requests for assistance. 

• 82% of respondents either agreed, or strongly agreed, that access to the City network 
is available when they need it. 

• 79% of respondents either agreed, or strongly agreed, that Applications staff provide 
appropriate technical solutions to their problem. 

The raw survey tool may not provide an accurate representation of the satisfaction of central 
IT throughout the City. This observation is based on the following: 

 16 people from the IT department completed the survey,  
 14 departments made up roughly 70% of respondents, and 
 A number of comments indicated that Department respondents were assessing their 

areas from which they receive support rather than ITS (support is provided by the 
respondents department support)  

As an example, to better examine  the results from the Help Desk question (see first graph 
above) were adjusted to remove the responses from individuals that receive support from 
department IT staff, not ITS, and we also removed the responses by those staff within the ITS 
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department itself. The following two graphs depict the differences in responses: 
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Although the differences are small, the overall combined satisfaction (agree-4 and strongly 
agree-5) increases from 87% for respondents citywide that receive Help Desk support from 
their department IT staff, to 89% for those receiving IT support from central ITS.  

In addition to the above findings, respondents indicated that they were unaware the City 
provided some of the services on the survey. In conjunction, as the survey progressed 
towards services of a more technical nature, the number of responded who skipped the 
questions increased dramatically, thereby basing satisfaction levels on a much smaller 
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groups of respondents. 

Opportunity: 
The responses from the current survey question regarding Help Desk support were 
categorized between ITS and Department IT in order to focus analysis on the respondents 
that receive support specifically from central ITS. The same could be done for the rest of the 
survey in an effort to get a more accurate survey of satisfaction with central ITS.   

Going forward, making slight modifications to the language in the survey (to reinforce the 
intent to survey only central IT) may clarify the survey for end-users.  

Add a question to the beginning of the survey which asks respondents to specify where they 
receive their primary support, and then respond to all the questions accordingly.   

The survey could also be used as a tool to educate employees on the services that are 
available through the central IT department.  

Overall, the survey is well designed, and with a few minor edits, can provide insight into end-
user’s satisfaction with IT throughout the City and by specific department. 

 
 Maturity Priority Effort 

2.3.6 Help Desk    

Observations: 
Dedicated Help Desk staff are responsible for responding to all troubleshooting inquiries by 
phone, email or a ticketing system.  Desktop support staff is responsible for general 
workstation support, printers and other peripheral hardware.  Within the City of Alexandria, 
these functions are spread widely across the organization within one Central Help Desk and 
seven Department Help Desks.  In addition, many IT staff throughout the City perform 
troubleshooting and workstation support as a percent allocation of their time.  Often 
Application Developers spend upwards of 50% of their time troubleshooting application 
issues rather than programming and documenting applications.  

Central ITS has 3 staff and 1 first line Help Desk Supervisor in a dedicated help desk support 
role.  Approximately 25 staff in other Departments have a help desk support role either in a 
full or part time capacity.  Central ITS Help Desk staff support nearly 1,500 City staff.  It is 
estimated that the ratio of central Help Desk staff to the users they support is 1:375, while the 
ratio of decentralized Help Desk staff to their department users is 1:80.  A review of available 
calls for service volume information from Departments indicated that some decentralized Help 
Desk staff may receive a single service request on average every 1 ½ days.  Request for 
service volumes are low enough in Departments that generally formal Help Desk ticketing 
software is not necessary.   

There is an application in Lotus Notes for tracking Help Desk tickets, however, it is perceived 
as very limited in functionality.  The solution merely holds the ticket information and users 
may not check the status of their request.  The system does not assign a priority based on 
the request type.  Formal service levels are not documented consistently across all Help 
Desks.  For example, rather than handle a request for service based on the type of incident, 
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the Central Help Desk has implemented a Very-Important-Person (VIP) method in which 
certain critical users or management receive instant service.  Further, the Lotus Notes 
solution lacks a knowledge base that would allow documentation of troubleshooting solutions 
that could be accessed in the future by all Help Desk staff across the City. 

Through interviews with department IT staff, it was observed there is a perception by some of 
the IT groups that the central help desk is no more than a call routing system. However, the 
ITS staff have been deeply involved in the phone VOIP project and other essential and 
recurring special assignments, such as providing 24 x 7 support to the Emergency 
Operations Center, City Council Meeting and other public hearings, election support and 
implementation of electronic poll books at voting precincts.  In terms of volume, during 
September 2009, 258 tickets were assigned to the ITS Help Desk.  This number is up from 
the 174 tickets assigned in August.  The average work volume was also up to 62.3 tickets per 
employee compared to 56.6 in August.  Of these tickets, 70% were resolved within 3 days. 

Opportunity: 
Consolidate the majority of help desk and PC support functions into a Tier 1 help desk to 
demonstrate economies of scale. 
Standardized help desk software throughout the City that will allow (users, helpdesk, 
managers, mgmt) for tracking progress of tickets coupled with a self-service knowledge base. 
Negotiate a formal Service Level Agreement (SLA) program to clearly identify the typical 
response time based on the type of call for service.  The Central Help Desk can then better 
measure their performance against these metrics. 
Upgrade to a more functional Help Desk ticketing solution and deploy it throughout the City. 

 
 Maturity Priority Effort 

2.3.7 Security Management    

Observations: 
 Human Resources do not notify IT when an employee leaves the City.  Policies and 

procedures are in place that dictate the steps to be followed, but are not always 
enforced.  

 The last external and internal security audit conducted was approximately 2-years 
ago.  

 Even though the Security Officer is responsible for policies and implementation of the 
City’s Security requirements, security issues are addressed individually by the area of 
the disciplines e.g. servers, databases etc. While each discipline may have 
implemented a secure computing environment, they should be in sync with the overall 
security plan for the organization. 

 The decentralized approach of IT departments makes implementing an overall 
security architecture more difficult. There is no central file containing what the various 
departments may be doing and the impact they may have on the overall security 
environment.  

 There is a process in place on how firewall rules should be approved and 
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implemented. The process is not always followed and if caught during an audit 
process, the necessary forms are completed retroactively.  

 Due to the absence of the master project portfolio, there is difficulty in predicting 
upcoming projects and related security concerns. The Security Officer is made aware 
of upcoming projects only if this is discussed at the Division Chief’s meetings.  

 The City is in the process of implementing a Network Access / Admission Control 
(NAC) to improve the security posture for the City. The NAC deployment will be based 
on a clientless implementation i.e. no software loaded on the workstation. 

 Remote Access (RA) requires approval from the Security Office. 
 Remote Access authentication is tied to the City’s Active Directory. The City is also 

investigating the possibility of implementing a two factor authentication system. 
 There is no password complexity enforced – the policy exists but is not implemented. 

The perception is that IT does not have enough clout to enforce the current policies. 
 In our discussion with Mental Health, they indicated they are investigating two factor 

authentications to the network such as biometrics.  
 Currently there is no synchronization between Domino Directory and the Active 

Directory. The City is waiting on the Lotus 8.5 upgrade to be complete, and is 
considering a single sign-on system. 

 End users are notified via email if there are any major security concerns.  
 There is limited interaction between the Security Officer and the individuals/group 

responsible for the enforcement of the security policies.  
 Windows patch management is supposed to be done by the Operations team using 

the Windows Update Services Server (WUSS), but the Operations team is not aware 
of this server.  

 No IDS/IPS is used at the perimeter of the network. 
 An event correlation system is in place. The City is still learning the nuances of this 

system and needs to fine tune it to accurately capture the types of information 
gathered by the system.  

 Some of the closets are in shared spaces. Video surveillance is used only at the City’s 
Data Center.  

 While wireless networks (WLAN) are not prevalent across the City, there is no 
standard for the implementation of the WLANS. There currently is no way to detect 
any rogue access points to may be attached to the network. 

 

Opportunity: 
 Establish a better communication process with HR so that IT is immediately notified 

when an employee either leaves or is terminated. 
 Establish better communication with other ITS groups and other IT departments to 

emphasize the role of the security officer and the need for compliance with the overall 
security architecture. 

 Consider creating and enforcing stronger password requirements. The password and 
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authentication policy must be uniform across the entire City.  
 There are a good number of policies and procedures in place to enhance the security 

of the environment. The City should enforce these policies to create a secure 
environment. 

 The City should consider implementing an IDS/IPS at minimum at the network 
perimeter (external – internal network border).  

 The City should consider implementing a policy that would require an annual 
assessment of its internal and external security environment.  

 Spaces that house IT equipment (servers and network infrastructure) should be better 
secured. 

 
 

 Maturity Priority Effort 

2.3.8 Disaster Recovery Planning    

Observations: 
 Another result of the City’s highly decentralized IT strategy is that there is no formal 

Disaster Recovery Plan (DRP) / Business Continuity Plan (BCP) in place. The current 
process is mostly informal. Mission critical systems are not formally documented. 
There are no coordinated DRP efforts between the various departments. The City 
should develop an appropriate DRP/BCP strategy. This process should begin by 
identifying various business goals critical to the organization. Using the goals, various 
processes (BIA, RTO, RPO, etc) need to be identified and an appropriate DRP/BCP 
developed. Using the DRP/BCP as a blue print, the network and server infrastructure 
should be evaluated along with the process and modified accordingly so as to meet 
the objective of the DRP/BCP. 
The established business goals would determine the need to create a backup or live 
data center, move services to a hosted location, or simply maintain status quo. The 
Recovery Time Objectives (RTO) and Recovery Point Objectives (RPO) would also 
determine the criticality of the infrastructure that needs to be planned. The 
development of a BCP/DRP should be considered as long term project as it requires 
considerable planning and implementation. 

 The DRP for the Courts, Mental Health, and Sheriff’s office are either partial 
documents or non-existent. The primary application for the Courts is the AJIS/SDSC, 
Mental Health is the Anasazi (RMS), and Parks & Rec is Rectrac. Some of the 
department make backups of their critical databases onto a local sever in addition to 
the ITS backup rotation.  

 Central IT has done significant work improving the City’s infrastructure to support 
disaster and business continuity operations by upgrading network bandwidth, enabling 
regional network interconnections, enhancing remote network access capabilities, 
server virtualization, Voice over IP (VoIP) telephone systems and establishing remote 
data storage and management capacity.  ITS is also capable of performing bare metal 
restores, but this procedure would require the availability of identical hardware to 
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conduct the restores. 
 With the move to a Virtual Server / Machine environment, Central IT has successfully 

adopted a best commercial practice to increase the flexibility and reliability of network 
services by reducing the dependency on the hardware is minimized, making the 
recovery process significantly more robust and less time consuming. Nonetheless, the 
enterprise DRP requirements, goals, and process / procedures should be identified 
and documented. 
 

Opportunity: 
 The City should develop an appropriate DRP/BCP strategy. The DRP/BCP may be 

developed and implemented with a multiphase approach. Reciprocal agreements with 
other entities such as the local school district or a neighboring city / county should be 
explored for DRP/BCP purposes. Redundant / backup network connectivity to key 
departments should also be explored. 
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 Maturity Priority Effort 

2.4.1 Infrastructure – Network & Telecom    

Observations: 
Network 

 The City operates multiple 1 Gigabit Ethernet rings. Rings 5, 6, 8 & 9 appear to be 
over saturated for bandwidth. Some of the users on these rings mentioned degraded 
network performance.  

 Some groups within ITS believe that there is no accurate inventory of WAN 
infrastructure assets. This has led to duplication of city wide infrastructure 
requirements and increased infrastructure costs. The local school system also has a 
number of infrastructure resources that the City may be able to leverage.  

 Nortel based network equipment is used across the City. ITS Network Services is 
responsible for the network infrastructure across the City.  

 Remote access via IPSEC and SSL based VPN are available. There are some remote 
sites that use site-to-site IPSEC VPNs. The network team has the primary 
responsibilities for managing the VPN tunnels.  

 There are some Wireless Access Points (WAP) across the City. Typically 128-bit WEP 
encryption is used to secure the data being transmitted. The same WEP key is used 
throughout the City and has been in use for a long time. Some departments may have 
plugged in rogue access points and there is no way to detect them. 

 
Telecom 

 The Telecom group is a centralized resource and provides services all departments in 
the City.  

 The Telecom group is primarily responsible for the technical and day-to-day 
administration aspects of the City’s Telecom system. They are also responsible for 
administering the policies and procedure related to Telecom, administration of vendor 
/ Telco contracts, cell phone / wireless broadband services, ISP, data circuits, and PRI 
trunk lines.  

 The primary manufacturer of the phone system is Avaya. The City is in the process of 
migrating from an Avaya TDM / PBX based system to a new city-wide Voice over IP 
(VoIP) system. In addition to normal day-to-day administration of the City’s legacy 
telephone system, the Telecom group has been fully engaged in the implementation 
of VoIP.  This project has considerably increased the workload for this team.  Many 
installation functions normally performed by the vendor are being completed by this 
team in order to reduce project costs for the City.  As of December 2009, 
approximately 60% of the users have been converted over to the VoIP system and 
expect 80% completion by August, 2010. The Police Department (PD) would be the 
only department that would not be converted over to the new VoIP system. Overall, 
there are approximately 3,500 handsets and 2,500+ voicemail boxes that the Telecom 
group supports.  
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 The Telecom group is currently investigating implementation of a digital fax system.  
 Based on our understanding, for the telecom (VoIP) environment, the City’s Network 

& Servers group built the server and OS on which the Avaya VoIP system was 
loaded. The City is responsible for patching the operating system.   

 Telecom bills are audited on a monthly basis before submission for payment. External 
audit of the telecom bills occur every 2-3 years.  

 The phone system is maintained by Avaya and this contract ends in 2011. Currently 
all aspects of the VoIP / Telecom system is primarily managed by ITS. Some groups 
have expressed desire where they can perform basic system administration tasks 
(e.g. change password, reset voicemail etc.) for their subset of users so as they can 
improve response time for their users. 

 There are 6-PRIat the NOC and 4 additional PRI voice circuits at the Public Safety 
building. Depending on the incoming/outgoing DID number, the call is routed via an 
appropriate PRI. The City is investigating the deployment of a SIP based trunk in lieu 
of the PRI circuits. 

 

Opportunity: 
 The Alexandria City Public Schools (ACPS) have expressed interest in participating in 

the City’s VOIP system. Extending the City’s VoIP system to ACPS could yield a 
significant one-time savings to the City since ACPS would not have to invest in 
duplicate network management equipment.  

 The City should consult all other departments in the City and document all possible 
infrastructures available. In other words, there is the possibility of network resources 
that are underutilized or are specific to a single department. 

 City should consider alternate infrastructure and/or technologies to alleviate 
bandwidth and performance concerns 

 If wireless network will be used, the City should consider implementing stronger 
encryption and authentication techniques.  

 We consider the situation with the VoIP system administration and patching to be very 
unique. To minimize finger pointing, the patch management of this system should be 
performed by the group primarily responsible of the administration of the phone 
system.  

 The Telecom group should consider researching whether the possibility of granting 
administrative access by groups is possible.  

 The City should open/continue discussion with the school district regarding sharing 
the VOIP system. 
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2.4.2 Infrastructure – Servers, Storage, & 
Backup Systems    

Observations: 
Servers 

 There are approximately 180 servers operating under ITS administration. There is a 
push to move to a virtual server environment. There are approximately 12 physical 
servers running approximately 60 virtual servers/hosts. Unless there is a compelling 
reason not to virtualize a server, as servers need to be replaced or new application 
servers need to be added, a virtual server would be the enforced standard moving 
forward. 

 The ITS has taken the initiative to set up a virtual server infrastructure environment 
that the various departments can also leverage i.e. provide Infrastructure as a Service 
(IaaS). This multi-year project is in line with best commercial practices and is expected 
to produce an immediate return on investment as power consumption and cooling 
costs are reduced with each server that is removed from the network.  Additional 
savings will be realized in the out-years as fewer enterprise servers are purchased.  In 
FY 2011 and FY 2012 there are 118 servers due for replacement.  With an average 
cost of $12,000 per server, these servers would cost the City about $1.5 million.  
However, in a citywide virtual server environment, ITS will only have to purchase 
between 20% and 30% of these physical servers, saving the City about $1 million. 

  Interested departments may migrate their physical servers to the IaaS model. In this 
model, the departments will retain control of the operating system, application, and the 
day to day administration of the server. In discussion with Mental Health and the 
Courts, this is a service that they are willing to utilize. The PD is already using this 
service, but the physical servers are located at the PD. ITS manages the physical 
devices and the hypervisor components and PD IT administers their virtual machine 
instances. The Sheriff’s office has expressed that they would not likely participate in 
the City hosted IaaS and would like to have independent servers.  

 Mental Health has a total of 8 servers (6 at the main location and 2 at a secondary 
location). Parks & Rec. has 4 servers and are located at ITS, and the Sheriff’s Office 
has one server on site.  The Court has 13 servers housed locally. The utilization on 
these servers is tracked and currently the average utilization on the severs is between 
11 – 50%. The Courts department also supports some Supreme Court application, 
accessed via a VPN connection. 

 Department IT do not always communicate changes to their systems, but ITS is 
expected to assist when issues are escalated. 

 As the City moves the majority of its physical servers to a virtual machine 
environment, the resiliency and availability of the server environment can be 
increased by seamlessly moving the virtual machine host(s) to another physical server 
in the event of the primary server failure. The City uses Virtual Center management 
console for the management of the virtual server infrastructure.  

 All servers are connected to the network using 1-Gigabit Ethernet speeds.  
 There are approximately 8-9 IT staff with domain administration access. The 

“Administrator” account is used to manage the server environment rather than use 
individual accounts that are administrator level equivalent accounts. This reduces 
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accountability due to a lack of a log record by individual staff working on the systems.  
 The Active Directory (AD) spans all City departments with the exception of the Courts 

department. The Courts have a sub-AD that has trusted relationships with other 
outside entities. The Courts manage their own sub-domain. 

Storage 

 All of the virtual servers are stored on a dedicated EMC CX3-40C SAN storage. The 
VM infrastructure boots the virtual machines off the storage. 

Backup 

 The backup services are a centralized - ITS provides backup services to all of the 
departments across the City. 

 The City utilized VMware Consolidated Backup (VCB) to perform backup services on 
the VM environment.  The backup server first backup to a virtual tape disk. The data 
from the tape disk is then transferred to a tape library system that is located at the 
Public Safety building (off-site tape backup). The backup tapes are secured in a 
controlled environment at a different building.  

 The backup schedule performs daily incremental and weekly full backups. Backup on 
the email system is performed on an hourly basis. All other systems have a maximum 
of 24 hrs loss of data.  

 The City does not use database agents on the database servers. The DBAs have 
created scripts where a copy of the critical database is made to a temporary location 
and the backup software backup the databases from the temporary location.  

 Mental Health’s primary application / database is replicated to a secondary server 
located at 4480 King St.  

 ITS was able to perform a complete Bare Metal Restore (BMR) for a system that had 
hardware failures.  

 The feedback from the various IT departments on the centralized backup services has 
been very positive but there was frustration expressed on the response times when 
file restorations were required.  
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Opportunity: 
 The Sheriff’s department has only 1 server operating at their facility and may want to 

consider moving this sever to the City’s Data Center. 
 The centralized backup service satisfaction levels may be further increased by 

improving response time for file restorations. 
 Mental Health is considering migrating their server to the City’s IaaS. For servers that 

are not virtualized, consideration should be given for moving these servers to the City 
Data Center to leverage the City’s enterprise class Data Center.  

 The City may want to consider centralizing the server and network administrators as a 
resource pool to provide consistency in the implementation, support, administration 
and to balance the work load across the organization.  

 The default administrator account should be disabled and system administrators 
should use their individual account for the management of system – this will increase 
accountability and maintain accurate log files. 

 
 Maturity Priority Effort 

2.4.3 Database Management    

Observations: 
 There are approximately 50 – 60 databases operated at the ITS Data Center. There 

are seven other databases maintained by individual departments.    
 The level of talent across all of the Database Administrators (DBA) is very 

inconsistent. There is a duplication of high skilled positions in the city.  Including the 
Data Architecture Division Chief within ITS, there are a total of 7 DBAs (3 – City, 1 – 
Health, 2 – Police, 1 – Courts). 

 There is a lack of standards with how databases are implemented and supported 
across the City. Departments tend to implement their own databases / applications 
and vendors.  

 In most instances, ITS DBAs are seen as a higher tier of support for database 
problems. 

 The City is moving more towards web-centric applications that may involve more 
database activity in the backend. The web team is currently not a part of ITS.  

 The Network Service group is considering the evaluation of Virtual Desktops. This 
approach can reduce the Total Cost of Ownership and support requirements for the 
workstations.  
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Opportunity: 
 Standardize on the type of databases, the implementation and support of the 

databases. The ITS database group should be notified or involved as databases are 
added modified so as to provide consistency and maybe reduce duplication of 
resources and / or efforts. 

 The City may want to consider centralizing the DBA resource pool to provide 
consistency in the implementation and support of the database. This would also aid in 
cross-training of the applications and help balance the workload more efficiently.  

 
 Maturity Priority Effort 

2.4.4 Technology Management    

Observations: 
Patch Management  
The City takes limited proactive measures and is a very reactionary attitude. The patch 
management responsibilities are handled by the Security Officer and the Operations Division. 

There is a lack of coordination for patch management. There is no clear understanding and 
communication for the handling of patch management. The Help Desk has been unable to 
take advantage of a patch management server (WSUS) that has been available for 12-18 
months because of reduced staffing and increased workload associated the VoIP 
deployment. 

Majority of the departments conduct workstation and server patch management 
autonomously. There is no coordination or direction between the various IT groups. 

Antivirus Systems 
The City has implemented Symantec Antivirus suite of application in a client-server 
environment. The workstations receive their virus signature updates at timed intervals from 
the central servers. 

Network Management 
Basic network management tools are used to monitor the status of the network.  
Workstation Management 
There are no centralized desktop management tools in place. 

Opportunity: 
 Coordinate training for all individuals responsible for patch management. 
 The City as a whole should coordinate patch management of the servers and, when 

possible, for the workstations as well.  
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Observations: 
 ITS maintains an enterprise class data center. This data center meets best practices 

in power distribution, HVAC systems, environmental controls, fire suppression, access 
management, emergency power, and physical security 

 The data center at Mental Health has self sufficient resources to support the 
infrastructure requirements of that facility. 

 The data center at the Courts facility, while acceptable, requires improvement to meet 
industry best practices. 

 At the Sheriff’s office only 1 server is hosted at this facility.   

Opportunity: 
 The City’s Data Center has been built using best practices and incorporates 

redundancy features. While the logical conclusion would be to consolidate the other 
data centers around the City into the primary Data Center, this should be analyzed 
and considered as bandwidth and performance allow.   

 
Summary of Technology Infrastructure Assessment 
As a part of this assessment, a high level review of the technical components was provided. 
While our assessment identifies some opportunities that can improve the technical environment, 
it is our opinion the overall technology (infrastructure, network, servers, etc) is in good shape. 
The City should further use the tools from this IT Assessment (data center questionnaires and 
topical areas) to conduct a much more thorough assessment of the technical environment to 
identify additional technology implementation gaps, potential areas for consolidation and 
improvements in resource utilization. The recommended timeframe for the technology 
assessment should be bi-annual i.e. once every 2-years or whenever there are major changes. 



 City of Alexandria, VA 
March, 2010  Information Technology Assessment  

 

Page 47 of 72 

2.5 IT ASSESSMENT – ENTERPRISE APPLICATIONS 
An understanding of the City’s hardware and software systems was necessary to appropriately 
accomplish the scope of the IT Assessment.   A detailed analysis of major enterprise applications 
was not within scope, however, several major enterprise applications were examined in the effort 
to assess how well applications are deployed and managed across the City of Alexandria. 
 

 Maturity Priority Effort 

2.5.1 GIS    

Observations: 
GIS Enterprise Architecture and Administration Overview (provided by the GIS Division, 
Planning Department) 
The GIS Division of the Planning Department has an array of resources that together form the 
geospatial infrastructure for the City. These data sources and applications supply the 
framework for a range of functions and processes throughout the City which rely on GIS 
resources. As shown in the architecture diagram below, the City’s GIS Enterprise 
encompasses 8 servers, including a file server, and an array of applications and database 
servers configured to support production, testing and manual failover for the Intranet, as well 
as the Internet. There is a mix of infrastructure housed within the ITS datacenter as well as 
servers managed directly by the GIS staff outside of the main datacenter. 
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During the assessment interviews, the GIS staff shared a common vision to provide 
actionable information that is in front of the right people, at the right time, (as in an emergency 
or when making a key decision) in the most efficient manner, that fully leverages the full 
investment the City has made in GIS technology. 
Functionality 

• The maturity of the overall GIS program is considered advanced as compared to peer 
organizations.  The database is current and accurate and there is a growing user base 
throughout the organization. 

• The challenge going forward will be dedicating the necessary staff resources to 
ensure the data quality and accuracy stays at a high level.  Further, as the user base 
expands there will be challenges to meeting the expanding requests for additional 
data, analysis and applications from the Departments. 

Utilization of Solution 
• Staff across the City have been trained and are users of GIS technology.  Typically, 

the mapping or analysis functionality is embedded into an application or website. 
• More sophisticated analysis is typically performed by the GIS unit within the Planning 

Department as a service.   
Level of Integration 

• Several enterprise applications seek to utilize the City’s GIS base data, such as the 
E9-1-1 Dispatch system.   

• There have been recent integration challenges, often symptoms of the GIS system not 
being perceived as an enterprise application, rather a mapping service that is called 
upon when required.  For example: 

o With the recent asset management / work order implementation, the GIS group 
was not fully engaged into the project until much later during implementation.  
This caused issues with data base design and integration. 

o The eGov team recently hooked into an outside Internet map service without 
notifying the GIS team.  In this instance, the GIS team had been working on an 
advanced Internet map browser that perhaps the eGov team may have 
utilized. 

Deployment changes have occurred between the GIS Division and Central IT resources, 
such as database administrators, and the GIS staff must compete for ITS resources.  The 
GIS Division expressed that while the central ITS staff don’t possess the expertise to deploy 
the GIS system, with its complicated geospatial database designs, the GIS staff is 
understaffed and additional positions are required. 
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Opportunity: 
Develop a 5 year GIS Strategic Plan that can be implemented based on available resources. 
Move the GIS function more central to the City with a change in reporting structure to the 
proposed CIO. 
Reinvigorate the GIS Steering Committee. 
GIS job classifications are very standard in the industry and it is recommended that the 
current GIS staff have GIS classifications that are more specific to their job responsibilities. 

 
 Maturity Priority Effort 

2.5.2 Payroll/HR Application    

Observations: 
The technology supporting the key functions of the Finance, Human Resources, Payroll, as 
well as other interdependent functions such as Procurement and timekeeping, are based on 
solutions that are near or at the end of lifecycle, are standalone, and have significant 
integration issues.   
Generally, staff feels that mainstream technological innovations have out-paced the City’s 
information systems compared to other regional municipalities.   City residents and 
businesses continue to demand more access to information and at greater levels of 
convenience. 
There is momentum gaining to deploy business applications that are more tightly integrated 
and would assist the City is streamlining business processes.  These new systems would 
greatly enhance how customers access City programs and services. 
A low maturity rating has been given to the Payroll/HR application given the software is very 
near the end of the software lifecycle.  There is currently an initiative to select and deploy a 
HR/Payroll solution.  The procurement process has been designed to seek vendors that also 
offer full financial management functionality, commonly referred to as Enterprise Resource 
Plan (ERP) systems.   
The objective of this project is to replace the City’s 26 year old payroll system with an 
integrated, fully functional HR/Payroll system that will improve productivity by automating 
manual processes and providing a more effective, secure, and reliable interface for payroll 
and personnel data. 

Opportunity: 
Consider re-scoping the project with an ERP approach rather than just HR and Payroll. 
Prior to purchasing a system, conduct a formal system Needs Assessment that would put a 
firm strategy in place regarding the ERP approach, phasing, requirements and total cost of 
ownership. 
Any significant technology change is an opportunity to review and explore changes to work 
processes.  Examining and perhaps re-defining work processes typically increases the 
success of an upgrade or replacement of any major system. 
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Observations: 
The City currently uses IBM’s Lotus Notes as the software package to provide e-mail services 
for City employees.  In addition to email, Notes supports approximately 45 databases that are 
considered critical by their respective departments. 
There is an explicit desire expressed within the City to explore replacing Notes with another 
package, such as Microsoft Exchange and Outlook.  Generally City staff report that Notes is 
extremely cumbersome and is missing key features, such as scheduling and calendaring. 
Currently, ITS has a project underway to complete a Lotus Notes 8 Upgrade from Notes v6.5 
to v8.5.  The objective of this project is to upgrade the City’s enterprise e-mail to a newer 
version that will provide users with a more feature rich environment and more efficient back 
office and network interface.  In combination with Enterprise Vault, this upgrade will expand 
the City’s e-discovery capabilities to include legal discovery, archiving of mail files, and 
journaling of all real time messages creating a more efficient data storage environment.   
The following items represent the current state of email management: 
 

 There are approximately 21 servers that constitute the messaging platform 
(Blackberry Enterprise Server, 2-fax servers, application servers, hub server, 8 email 
servers, help server, intranet server, 4-SMTP servers and 2 LDAP servers).  There is 
one spam filter server in addition to these servers.  According the system 
administrators, the current environment boasts an uptime of 99.9% availability.  

 The primary email servers are configured in a cluster and the servers are based on 
the departments they server e.g. Police Department has their email server. 

 Email is a centralized service – all departments email is provided and administered by 
ITS. There are approximately 2,800-3,000 user accounts on the email servers. 

 The messaging team runs its own projects and does not rely on the assistance of the 
PMO – primarily due to their lack of experience in managing technical projects.  

 The server/network (infrastructure) team does not always notify the messaging team 
when changes are made the server(s) and or the network. The messaging team has 
responsibilities on the messaging servers from the Operating System on up. 

 

Opportunity: 
Conduct a cost benefit analysis of upgrading the email system. 
Conduct a Microsoft Enterprise Agreement Analysis. The objective of this project would be to 
analyze the cost-effectiveness of purchasing a Microsoft Enterprise Agreement.  Results will 
help to clarify the total cost of ownership for the City’s current licensing model and provide 
insight into the future direction the City may need to pursue, including Email.   
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Observations: 
Since 2000, the Alexandria Police Department has utilized a Computer Aided Dispatch 
(CAD), Records Management System (RMS) and an integrated Field Reporting system.   
Integration issues between the three systems were described as minimal.  For example, the 
current architecture has streamlined the process of creating and housing crime data.  
Records staff have become efficient data verification experts given the seamless system 
integration.  Other applications such as Automatic Vehicle Location (AVL) and crime mapping 
have been built upon this infrastructure. 
As part of the new Department of Emergency Communications (DEC), there is a CAD/RMS 
replacement project.  The purpose of this project is to implement a new CAD for the center 
that meets both the police and fire needs. 
The City has discussed funding requirements between $25 – 50 million given the uncertainty 
in the project. 
The City may seek an outside consulting assistance to perform a formal needs assessment to 
further define requirements. 
 

Opportunity: 
Undergo the formal needs assessment project as a means of fully defining requirements and 
determining the full scope and total cost of ownership of the project. 
Given the well documented economies of scale associated with these systems, explore an 
alternative solution where the City of Alexandria participates in a regional CAD/RMS solution 
with a neighboring community. 
As a component of the needs assessment, perform the necessary return on investment 
comparative analysis between buying a solution versus participating with a neighboring 
Emergency Communication Center. 
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Observations: 
The Alexandria Justice Information System (AJIS) combines information from the Police 
Department, Sheriff's Office, Commonwealth's Attorney, Circuit Court Judges, Clerk of Circuit 
Court, Probation and Parole Office, Office of the Public Defender, Magistrates, and Court 
Service Unit into a single, seamless, web-based application that is used by approximately 
500 agency employees.   
The system is probably one of the most advanced and integrated systems within justice 
public sector agencies in that a single system tracks an individual from arrest, through the 
Court system, jail management system, until they are released and receive an inventory of 
their property. 
Prior to October of 2003, AJIS resided on a Mainframe.  The latest version has a simple yet 
powerful user interface that based on security access, gives users access to the system from 
any workstation.  Further, a user may initiate multiple AJIS case management sessions on a 
single workstation by simply opening multiple web browsers, thereby helping to navigate 
several cases at a time without having to exit a current session. 
The solution is supported entirely by IT staff dedicated to the Courts and contracted 
assistance through the Software Development Services Corporation (SDSC). 
AJIS Help Desk staff are very responsive and do not rely on a ticketing system to track 
requests for service.  It has been easier to receive phone call and walk to the individual 
requesting help.  Staff supports all PC repair and AJIS troubleshooting. 
 

Opportunity: 
Continue to seek enhancements such as to going completely paperless with digital signature 
pads.   
Given the solution is near completion, IT staff within the Court IT Division probably has 
capacity to work on other initiatives within the City.  Their expertise in project management 
and system deployment is probably underutilized given the AJIS development lifecycle is 
mostly in maintenance.  This would be an opportunity for the IT staff to assist and train other 
project teams within the City. 
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 Maturity Priority Effort 

2.5.6 Central ITS Custom Application Support    

Observations: 
The ITS application developer staff are divided between two teams under two Division Chiefs, 
although the staff indicated they often communicate and share ideas. Generally, staff has 
flexibility into what particular language or platform is used.  
During interviews, department IT staff indicated they view the ITS Application Support team 
as working in a silo from which they rarely request help, given coordination issues.   
Staff pointed out the risk in the application deployment strategy in that individual applications 
are assigned to specific staff, from development to ongoing maintenance.  This situation was 
pointed out as a risk should any individual leave the City.  Programs could not be easily 
picked up by other developers given the lack of redundancy, lack of standards and lack of 
formal application documentation. 
As a measure of work volume, during September 2009, ITS provided 1729 hours of 
programming and database support to various applications and projects across the City.  This 
number is up from 1,684.5 hours in August mainly because of decreased annual leave 
activity.  Of those hours, 31% were dedicated to Finance, 14% to T&ES, 14% to Code 
Enforcement, 9% to Human Resources, and 9% to Real Estate.     
The most demanding applications to support were: 
HR/Payroll – 275.5 hours or 16% of the available time 
RevenueOne implementation – 176 hours or 10% of the available time 
Permit Plan – 172 hours or 10% of available time   
Commercial Recycling – 167 hours or 10% of available time 
Laserfiche – 156 hours or 9% of available time 
RealWare Maintenance – 147 hours or 9% of available time 
New system implementation (RevenueOne, CityWorks CMMS, and Online Permitting) 
accounted for 19% of the total programming effort. 

Opportunity: 
Standardize on a specific programming platform, were possible. 
The merging of the two developer groups into a single Programming Division would be 
considered best practice.  Information sharing, programming and documentation standards, 
as well as economies of scale may be realized under a single management position. 
Prepare the Applications Support staff for changing roles with the shift from custom 
applications to more commercial off-the-shelf (COTS) solutions. 
The City should anticipate Application Support staffing changes and transition issues as 
existing staff are required to learn and support new systems, often a leap from legacy 
systems.  Further, after a review of the ITS organization chart, there will very likely be a need 
for increased IT staffing to support any new applications.   
A comprehensive technology plan will further define staffing requirements for the 
implementation and on-going maintenance of the enterprise COTS solutions, such as the 
upcoming Payroll/HR replacement project. 
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SECTION 3:  MAJOR RECOMMENDATIONS 

3.1 ENHANCE IT GOVERNANCE 
The City has pursued a highly decentralized strategy with respect to IT investments.  Individual 
departments have wide latitude in making IT investments, and several maintain “mini” IT 
departments to support their local technology.  In fact, more IT staff are employed in user 
departments than in the central ITS. 
Alexandria has enjoyed most of the benefits of a decentralized approach.  These typically 
include: 

• Responsiveness 

• Business awareness, applications closely meet the “business” needs 

• Local control of priorities 

• Data integrity 

• Rapid development/deployment 

The City also, however, is beginning to recognize that it has exhausted the benefits of this highly 
decentralized approach.  The classic disadvantages of an overly decentralized strategy are 
becoming noticeable.  Specific symptoms of this level of decentralization include: 

• High costs, e.g. redundant dispatch systems for police and fire 

• No central IT strategy, despite an IT Plan, leading to questions regarding ROI by the 
Mayor and Council 

• Service delivery issues surrounding existing enterprise applications such as web 
services, GIS, permitting, etc. 

• Challenges in the selection, and implementation of new enterprise applications e.g. 
permitting, payroll/HR, CAD/RMS/MDB 

One key to optimizing the City’s investment in technology is to identify the right balance between 
departmental autonomy and central control of the investment.  Most City management staff 
recognize the need for greater centralization, but have expressed concerns about losing control 
of their technology. 
IT governance is more about management than technology, and includes the strategy and 
policies for using IT within an organization.  The City of Alexandria has a number of mechanisms 
in place to facilitate good IT governance.  We offer the matrix on the following pages as an 
example of best governance practices. 
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Our suggested governance matrix does not represent a significant departure from current 
practices, but rather a few enhancements.  The major changes/suggestions include: 

• The department heads, as a group, will be responsible for approving IT strategy, setting 
priorities and budgets.  This will help to retain control. 

• The ITSC will take on a more strategic role, and develop a Return on Investment (ROI) 
model for the City of Alexandria.  The ITSC will apply the criteria to all major IT projects 
prior to a funding recommendation. 

• The ITSC will also be the sponsoring group for all major enterprise projects and establish 
(or re-activate) sub committees to pursue these initiatives. 

• Upgrade the IT Director position, and create a Chief Information Officer position 
(consistent with best practice).  The CIO will be the standing chair of the ITSC and 
responsible for recommending all IT policies, procedures and major projects to the 
cabinet for approval. 

• The CIO will also be charged with monitoring the overall return on technology investment 
for the City. 

• The City will make significantly greater use of ad hoc committees and department liaisons 
in managing IT projects that span multiple departments. 

We are confident that these changes can be initiated within the context of current organizational 
structures. 
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    Approve 

recommended IT 
policies and 
procedures 

 Communicate IT 
procedures citywide  

  Approve 
recommended 
standards  

 Communicate 
standards 
citywide  

   Review and approve 
budgets and requests to 
the City Council  

   Authorize and support 
enterprise level projects 

 IT
SC

  

 Review and 
recommend IT 
procedures to 
Cabinet  

 Approve IT 
standards 

  Review and 
update, as 
needed, the 
strategic 
technology 
imperatives in 
terms of 
relevance and 
priority  

 Develop and maintain 
the ROI model  

 Develop and maintain 
the project prioritization 
criteria and weightings  

 Review, rank and 
prioritize ad hoc 
committee, CIP and 
non-CIP project 
requests to the cabinet  

 Provide 
oversight to 
major projects 

 Charter line of 
business 
committees to 
oversee locally 
relevant 
projects 

 Gives life to potential 
enterprise initiatives that 
may originate from 
multiple sources (city 
ITS, departments) 

 Initiate subcommittee to 
evaluate enterprise 
initiative feasibility 

 Conduct periodic 
monitoring of enterprise 
projects  
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procedures to the 
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cabinet for approval 

 Identify IT standards that need to 
be developed  

 CIO to participate on Standards 
Committee 

 Draft updates 
to the strategic 
plan  

 Develop 
recommended 
IT budget 

 Approval of all IT 
projects based on IT 
strategic plan and 
standards  
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IT projects 
based on IT 
strategic plan 
and standards 
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  Develop and maintain IT standard 
deviation request process  

 Develop and recommend city IT 
standards to the cabinet for 
review  

 Review and provide 
recommendations related to city 
IT standards deviation requests  

 Maintain the IT standards 
repository for the city  
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 Understand the 
relevance of developed 
IT policies and 
procedures to the 
technology standards 
function 

 As needed, develop IT 
procedures in areas 
deemed necessary by 
the cabinet  

 Understand the 
relevance of developed 
IT standards as it 
applies to the 
subcommittee's charge 

 Review deviation 
requests from city IT 
standards and 
recommend to the 
cabinet  

   Develop ROI 
and budget 
requests for 
enterprise 
projects  

   May provide 
project 
oversight to 
multi-
departmental 
projects  
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  Understand the 
relevance of developed 
IT policies and 
procedures to their Line 
of Business (LOB)  

 Understand the 
relevance of developed 
IT standards as it 
applies to their IT 
initiatives    

  Review and 
update, as needed, 
technology goals 
applicable to the 
LOB  

 Review and 
rank 
departmental IT 
initiatives  

 Often first line 
of support  

 Often first line 
of support  
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 As needed, develop IT policies 
and procedures in areas deemed 
necessary by the cabinet 

 Identify areas where IT 
procedures need to be 
developed 

 Participate in the development of 
IT procedures 

 Implement recommended and 
approved IT procedures  

  Assist with the 
development and 
communication of IT 
standards for those 
areas that are 
deemed as core to 
the City’s IT function 

  Provide 
input to plan 

  Work with 
departments in 
developing 
project ROIs  

 Provide staff 
capacity input to 
the cabinet  

 Coordinate with 
department IT 
staff, or perform 
directly  

 Support 
enterprise 
projects  
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 Review and provide feedback on 
draft IT policies and procedures 

 Participate in the development of 
IT procedures that impact their 
area of operation  

 Implement approved IT 
procedures, as appropriate  

 Adhere to and support the 
developed IT procedures 

  Review and provide 
feedback on draft IT 
standards  

 Adhere to and 
support the 
developed IT 
standards  

  Provide 
input to plan 

  Participate in 
development of 
project ROIs  

 Identify IT 
initiatives for the 
upcoming fiscal 
year  

 Coordinate with 
central IT  

  Implement 
department level 
projects where 
appropriate 

 Coordinate 
with central 
IT  
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3.2 STRENGTHEN ITS CAPABILITY 
Organizationally, the City is at risk with respect to its ability to effectively implement enterprise 
applications.  The following recommendations will strengthen this capability within ITS. 
 
3.2.1 Project Portfolio Management 

The Project Portfolio Management (PPM) system refers to the activities necessary to maintain 
the City’s IT project list.  The City currently has an IT Plan that serves as a compilation of 
projects requiring capital funding for a particular budget cycle.  The IT Plan does not necessarily 
capture all IT projects across the organization, such as the ongoing maintenance of systems and 
applications.  The ITSC tends to approve and fund projects independent of operating costs and 
resource requirements balanced against the current workload of ongoing projects.  This has led 
to conflicts with project prioritization and workload balance. 
Currently, various departments within the City maintain “their” project lists, but no comprehensive 
master list exists.  The master list is not intended to be an exhaustive list of every IT related 
project to be completed in the near future, but rather a planning tool that identifies “significant” IT 
projects.  The PPM system is a fundamental component to proactively manage the City’s IT 
investment. 
We highly recommend that Alexandria implement a formal PPM system.  The PPM system 
should be a core component of the City’s revised governance model.  City executives will 
continue to collaboratively review, approve, plan and budget for major projects. 
The PPM system should be maintained by the central IT Department.  Individual departments 
requesting new projects should continue to submit requests using a standardized, yet 
streamlined project submittal process.  The PPM is intended to integrate with the current City 
budget process.  Project funding should be dependent upon the City wide technology review 
process (part of the IT governance system). 
The master schedule of all technology initiatives includes all on-going service and support efforts 
required to keep systems functioning, current projects on which work is underway, all approved 
projects that have been scheduled for attention in a continuous twelve month cycle and all 
prioritized projects that have not yet been initiated.  This will include unscheduled projects 
needing further review.  Projects and initiatives can be classified as follows: 

• Departmental Projects:  A project that is specific to a particular department and is not 
dependent on other projects outside of the department. 

• Enterprise Projects:  A project that will impact either multiple departments or the entire 
enterprise (e.g., implementation of a new document management and imaging system). 

• IT Operational Projects:  A project that may not be readily apparent to departments/ but 
provides some level of improvements to the underlying organization around technology, 
administration of technology or technical infrastructure of the City. 

Each technology project initiative, whether approved or in the planning stages, shares the same 
consistent attributes in the Master Project Portfolio Template.  As the table below depicts, the 
attributes may be as follows:  Project Number, Classification, Requesting Customer, Alignment 
with Plan, Risk, Project Description, Timing, Cost, and Priority: 
 
 
 



 City of Alexandria, VA 
March, 2010  Information Technology Assessment  

 

Page 61 of 72 

 Column Value Description
Project # xxxx Autogenerated 4 digit number assigned by ITS to identify a specific project.  

Referenced in other ITS project documents and reports.

Request text Short description of project or project title

Classification Departmental The project primarily benefits a specific department.
Enterprise The project directly benefits mulitple departments or all departments.

IT Operational The project is for IT infrastructure or other 'back end' IT operations.

Requesting Customer name Name of person who has made this request.

Alignment With IT Strategic Plan 1 Project does not align with the current IT Strategic Plan
2 Project has indirect and partial alignment with the IT Strategic Plan
3 Project has direct but not complete alignment with the IT Strategic Plan

4 Project is directly and completely algined with the IT Strategic Plan

Risk 1 Project has no or only risk factors are not going to affect the scope and 
schedule.

2 Project has risk factors which may affect the scope and schedule of the 
project but the ability to mitigate and manage the risk appears reasonable.

3 Project has risk factors which may affect the scope and schedule of the 
project and the ability to mitigate those risks is uncertain.

Description/Goal text Paragraph (2-3 sentences) describing the project scope and the primary 
goal(s).

Project # Cross Reference xxxx, xxxx, … Project #(s) which are related to this project.

Timing I=Immediate Anticipate project will become Active within 90 Days.
M=Medium Anticipate project will become Active during current fiscal year.

N=Near Anticpate project will become Active during next fiscal year.
L=Long Future project, time frame unknown but not within current or next fiscal 

year.

Cost $ Total project cost estimated at less than $10,000.
$$ Total project cost estimated between $10,000 and $50,000.
$$$ Total project cost estimated between $50,000 and $100,000
$$$$ Total project cost estimated greater than $100,000.

Department Priority High.  Department has indicated this project has sigificant benefits for 
them, Benefit has been calculated and it is positive.
Medium. Department has indicated this project has benefits but the benfit 
has not or cannot be determined.
Low.  Department has indicated this project is needed but is not as urgent 
as other requests and should be addressed subsequent to Medium and 
High benefit projects.  

We recognize that this comprehensive project management process will be new to the City.  It 
will be important to communicate the rationale for this process to all departments.  Briefly, 
benefits include: 

• First step to ensuring the City realizes its Return on Investment. 
• Seeks to identify collaboration opportunities. 
• Improves the likelihood that the project costs and requirements will be properly estimated 

(a significant issue at the City based on interview feedback). 
• Establishes a complete look across the City of Alexandria organization at the technology 

investment for budgeting and resource allocation purposes. 
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3.2.2 Project Management Office 

To best support the City with current and future enterprise applications, we recommend 
expanding the current Project Management Office (PMO).  The central IT Department is currently 
providing this service, but on a narrow basis.  The PMO should be responsible for providing 
project managers for large scale IT (usually enterprise level) projects.   
Currently, central IT allocates 2 project managers.  The current PMO lacks support business 
analysts to manage a variety of end user application projects.  The PMO responsibilities could 
include: 

• Project Management (current) 
• PPM function (new) 
• Management of an expanded Department Liaison program (new) 
• Business analysts (new) 

We suggest adding 2-5 staff, for a recommended total of 4-7 FTE’s, to the PMO function.  
Currently, these functions are being performed by decentralized IT staff in various departments, 
or on an “as requested” basis by central IT staff, or not at all. 
The PMO office will be a key component in enabling the City to realize its return on technology 
investments.  Based on interview data, the City frequently underestimates and undermanages 
large IT projects.  A PMO, skilled in these areas, will dramatically improve installation satisfaction 
and reduce costs. 
We would strongly encourage the City to re-assign an existing 3-4 staff, to central IT from other 
departments.  This will effectively reduce the cost of expanding the PMO to $0.  We do, however, 
suggest that the City invest in training these personnel in project management and project 
estimating techniques. 
We strongly encourage the City to expand the IT Liaison Program.  Re-defined Liaison roles will 
include 

1. Actively participate in identifying department IT projects and entering in the PPM 
system. 

2. Support new application implementation. 
3. Coordinate projects with other departments in similar “Line of business” (e.g. law 

enforcement, and based systems, etc.). 
4. Assist in developing IT standards, and in enforcing standards. 
5. Serve as a communication channel with central IT. 
6. Advocate technology needs for their assigned department. 

The ideal skill set for IT Liaison is similar to a Business Analyst or the current role in the City of 
an IT Coordinator.  This individual understands the “business” needs of the department and how 
technology is/can be used to address those needs.  We recommend that the City identify the 
availability of this skill set across the decentralized IT staff.  Several smaller Departments or 
particular lines of business would likely share an IT Liaison.  Additional training may be 
necessary. 
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3.2.3 Strengthen Technical Support 

We recommend revising the responsibilities of the central technical support group as follows: 

• Technical Standards 

• Central License Management 

The City IT professionals interviewed supported creating a Technical Standards Committee.  
Currently, the City departments support varying brands of PC’s with varying desktop 
applications.  We recommend a core group of IT professionals be established to meet 
monthly/quarterly to establish base technical specifications. 
Further, the City should implement a formal software license policy and associated procedures to 
identify and track both current and future licensing purchases and use. The following plan 
itemizes the steps: 

• The City should use a third-party application to identify and track all software applications 
installed on computers throughout the City. This can be done manually, however it is 
much more time intensive and requires more staff hours. Some Helpdesk/Asset 
Management applications have this functionality. There are other applications that are 
just intended to track application use on client machines.  

• Once the applications are identified, the license agreements can be verified for 
compliance. Any noncompliance that is identified should be addressed and remedied.  

• Based on conversations with other jurisdictions that have centralized software licensing, it 
is recommended to limit administrative access on end user computers to IT staff only. 
This way application installation can be standardized and monitored on an ongoing basis. 

• Centralizing all procurement through the CIO’s office helps to ensure that proper licensing 
policies are followed, in terms of approved software vendors, numbers of users, and in 
addition helps to identify software needs for the ease of joint purchasing and bundled 
agreements. 

• Having all hardware and software deliveries sent directly to IT (instead of end users) can 
help to control purchasing of non-standardized or approved items. 

Finally, the development and communication of a City-wide software use policy will help end 
users understand, and comply with, the new policies and procedures. 
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3.2.4 Disaster Recovery Plan / Business Continuity Plan 

The City should develop an appropriate citywide DRP/BCP strategy. The developed DRP/BCP 
should take into consideration all of the systems used across the City. The development of a 
BCP/DRP should be considered as long term project as it requires considerable planning and 
implementation.  Reciprocal agreements with other entities such as the local school district or a 
neighboring city / county should be explored for DRP/BCP purposes. Redundant / backup 
network connectivity to key departments should also be explored. 

Business Continuity Planning (BCP) is the process of developing and documenting 
arrangements and procedures that enable an organization to respond to an unplanned event that 
lasts for an unacceptable period of time and return to performing its critical business functions 
after an interruption as quickly and efficiently as possible.   

On completion of this process, the BCP would establish defined responsibilities, actions, and 
procedures that will guide the recovery process of computer, communication, and network 
devices in the event of an unexpected and sudden interruption of critical technology services. 
The plan should be structured to attain the following objectives: 

• Establish defined responsibilities, actions and procedures to recover the technology 
resources in the event of an unexpected and unscheduled interruption. 

• Recover the technology services and/or systems within the Recovery Time Objectives 
established and accepted by management. 

• Provide an orderly, efficient, and tested recovery approach designed to return critical 
systems back to minimum acceptable operating levels. 

• Minimize the impact on operations with respect to dollar losses and operational 
interference. 

• Demonstrate to stakeholders and the community that the City has actively maintained 
and tested a Business Continuity Plan.   

• Take into account and manage contractual obligations that could be impacted by any 
interruption. 

A complete BCP process should addresses, at a minimum, the following critical business 
resources (a) People (b) Technology (c) Facilities (d) Vendors and (e) Customers/Departments & 
other stakeholder groups. 

The desired approach is to begin with a core area, such as information technology, and begin 
planning in segments to assure the most critical areas of the organization are addressed first.  
Therefore this BCP document focuses primarily on availability and recoverability of critical 
technology resources and provides recovery mechanisms for each business process which relies 
on technology.   The Business Continuity Planning process includes the following major 
components.  

1. Internal and External Threat Assessment:  
Identifying events that can adversely affect the delivery of Information Technology 
services, including the likelihood of their occurrence, the severity of the impact on the 
organization, and the ease with which the threat can be predicted or detected. 

2. Business Impact Analysis:  
Helps to define recovery requirements by determining the criticality of applications and 
systems and the impact their loss will have on key business processes following a 
disaster.  
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3. Data Recovery Assessment:  
Identify the requirements to recover the data to the last known acceptable state. 

4. Recovery Time Objectives (RTO):  
Defined in hours/days as the elapsed time between the points of the interruption up to the 
point where the system must be functional. The RTO may be by the applications, servers, 
the processes, or the recovery group (infrastructure, core services, etc.)  

5. Disaster Assessment and Declaration:  
Identifying the process of declaring a situation as an emergency.  

6. Recovery Strategies:  
Identifying the communication process and the assembly of the right team members to 
start the recovery process.  

7. Recovery Team:  
Identifying key members responsible for the various areas of the recovery process along 
with detailed contact information. 

8. Recovery Team Responsibilities:  
Identification of the roles and responsibilities for the key individuals involved during the 
recovery process.  

9. Emergency Recovery Procedures (Disaster Recovery Plan):  
Identification of the various steps involved to attain recovery. This process would be 
based on nature of disaster and types of system outage. 

10. DRP Training & Maintenance Procedures:  
Identification of training process / materials that all recovery team (primary and 
secondary) members should undergo / review. 

11. Update Process:  
Identify the process and members responsible for the upkeep of this document.   

The DRP/BCP may be developed and implemented with a multiphase approach. Using the 
DRP/BCP as a blue print, the network and server infrastructure should be evaluated and 
modified accordingly so as to meet the objective of the DRP/BCP.  

A BCP should be treated as “a living document” in that it is never truly finished. It should be 
regularly updated as conditions, facilities, equipment, staff, and any number of additional factors 
evolves. 
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3.3 CONSOLIDATE SELECT IT FUNCTIONS 
3.3.1 Web Development 

Web development activities have been consolidated and centralized in a function called 
eGovernment, within the Communications Office.  The current organizational placement evolved 
over time as a response to the need for greater priority on the Communications needs of the 
City.  To date, the eGov function is generally regarded a success. 
Currently, the Communications Department uses the eGov team to maintain and enhance its use 
of social networking technologies (e.g. Facebook, Twitter, etc.) and the City’s web site.  
Additionally, any department with a need to build a web portal submits a request to the eGov 
team.  The eGov team provides the design, programming and support functions for all web 
activities. 
The Communications Department may be considered a benchmark for other cities.  The use of 
social media by the department is part of a well constructed and articulated plan to proactively 
communicate with City residents and stakeholders.  The accomplishments of the department are 
recognized and appreciated by City management. 
The priorities of the Communications Department, however, tend to over shadow other project 
priorities within the eGov team.  Further, the web portals that are requested by user departments 
often require an interface to other, transaction oriented, systems.  The development effort often 
needs to also consider project management needs, process redesign, IT Infrastructure and IT 
security matters.  The Communications Department does not appear to be well equipped to 
accommodate all these related IT requirements.  Consequently, web projects for other user 
departments frequently experience problems.  These challenges and also recognized by City 
management, and articulated in the interview process. 
These service delivery challenges are not unique to the eGov applications, but common across 
many of the enterprise applications at the City.  The challenges are similar to these encountered 
with GIS, ERP, document management, permitting, etc.  Our recommendations relating to 
enhanced IT governance and strengthening several areas within ITS (project management, ITSC 
role and responsibilities, project portfolio management, liaison program, etc.) are primarily 
designed to provide Alexandria with the capacity to better deploy and maintain enterprise 
applications.  The use of the web is one such enterprise application. 
We recommend separating the web development and support function from the Communications 
Department.  The Communications Department should retain authority over web design and 
messaging.  The actual development and support, however, will be more effectively deployed 
from the strengthened/upgraded ITS department. 
We do however recognize the unique role of Communications in relation to the social 
media/networks.  We suggest that the Communications Director and the CIO discuss and agree 
to a model to best support the ongoing needs specific to the Communications Department. 
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3.3.2 GIS 

Within the public sector, a GIS program is typically organizationally aligned in one of the 
following four quadrants within an organization: 
 

Executive Support

Department Enterprise

 
 

When GIS is aligned under the Executive branch, for example the City Manager’s Office, the GIS 
program is typically highly profiled and well funded.  There can also be a high degree of 
uncertainty due to political changes and often projects are directed by the executive. 

GIS located within a Department, such as planning or public works, typically began within that 
department because they had funding to start a GIS program.  This alignment delivers great 
service to the department, however, the group is often isolated from other City departments and 
often other duplicate GIS programs crop up throughout the organization. 

GIS located as a support or service bureau provides a full range of GIS services to the City, 
similar to an external consulting company.  Users request services such as data development or 
analysis.  The support level is typically high until the project queue grows too large to manage 
and requests compete for resources.   

With an enterprise approach, the GIS function is moved centrally within the organization and is 
treated much like other enterprise applications such as the financial system, email, document 
management etc.  There is a core group of GIS professionals responsible for maintaining the 
core GIS database.  They also oversee the major GIS applications, while implementing a plan to 
fully deploy GIS throughout the organization.  Departments utilize the core GIS data and 
applications to become more self sufficient, enabled to apply the technology in new ways unique 
to their departments. 

Currently, the GIS Division at the City is a mix between two of the four models:  GIS is aligned to 
the Planning Department while promoting itself as a full service support division within the City.  
There are symptoms of capacity and integration issues, coupled with a project backlog and a 
lack of a clear tactical plan.  In addition, the GIS Division lacks an operating budget. In our 
opinion, this alignment within the organization is hindering the efforts of the GIS Division to the 
fully deploy the GIS technology Citywide, thereby allowing the City to realize its full return on a 
sizeable investment in GIS technology. 
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We recommend the City undertake an enterprise GIS approach to its GIS investment and 
develop a GIS 5-year plan that will specifically assess GIS needs across the City, outline the 
tactical plan to address those needs, and quantify the resource requirements to deliver the plan.   
The advantages to deploying an enterprise GIS include:    

• leveraging and extending the GIS capabilities Citywide 

• improving the capabilities of other systems with the integration of GIS technology 

• increasing the overall operating efficiency of the City 

• promoting a greater use of GIS within Departments by creating GIS power users and GIS 
analysts. 

Once the GIS Plan is approved, the City should then evaluate whether the GIS function should 
remain in the Planning Department or join the ITS Department.  Other considerations regarding 
the organizational alignment of GIS are: 

• what scenario would provide the broadest access to geospatial data and applications  

• productivity will likely amplify as more users have access to geospatial information.  

3.3.3 Create a Consolidated Tier 1 Help Desk 

Currently, Tier 1 (“first call”) help desk services are provided by central IT, as well as, by a variety 
of departments with separate help desks.  Most problems (80 – 90%) encountered by end users 
tend to be technically simplistic, and many organizations outsource part, or all of their help desk 
needs.  There are significant economies of scale associated with a centralized help desk. 

Currently, the City has identified about 25 individuals (City-wide) that provide some level of direct 
Help Desk support, with likely an additional 20 individuals that provide in-direct Help Desk 
support between 25% and 50% of their job responsibilities.  Only 3 of the direct support positions 
and 1 first line Help Desk Supervisor are in central IT.  Central Help Desk support staff are also 
busy with other recurring assigned responsibilities such as deploying the new telephones and 
special projects.   

In addition to the previously mentioned economies of scale, a professional, dedicated help desk 
resource would provide a higher level of service than is currently experienced by most City staff.  
This recommendation should be relatively easy to implement at the City of Alexandria.  Within a 
year, the City can benefit greatly from this highly visible, “quick win” recommendation. 

To be fully functional, the Tier 1 help desk will need to utilize a new standard help desk 
application and leverage remote access tools (which the City currently owns).  The central 
Information Technology Department will then develop service level commitments to the City 
Departments and the methodology for monitoring and reporting performance and effectiveness in 
achieving its objectives.  These service standards will be negotiated with customers.  The 
standards will increase IT service reliability by setting expectations for cycle time that more 
consistently “allocate” IT staff resources based on well understood criteria, such as: 

• Severity One Calls:  Resolution provided within 2 hours 90% of the time 

• Severity Two Calls:  Resolution provided within 4 hours 90% of the time 

• Severity Three Calls:  Resolution provided within 2 business days 

• Severity Four Calls:  Resolution provided within 5 business days 
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3.3.4 Re-organize ITS  

The current organizational chart of central and department ITS staff resources has evolved over 
time for various reasons.  Best practice organizations periodically review organization structures 
in an effort to ensure resources are in the best possible alignment to accomplishing city IT goals, 
support ongoing project demands and preparing for upcoming citywide initiatives. 
 
Current Organizational Chart: 
The current 2010 organization chart provided by the City is depicted below: 
 
 

 
Observations: 

• There is a small project planning office separated from the four other Divisions as a direct 
report to the Director  

• IT security is an Officer that is a direct report to the Deputy Director 

• Application developers are split between the Enterprise Applications Division as well as 
within the Data Architecture Division, however, the central ITS Database Administrators 
are grouped within the Data Architecture Division. 

• The Enterprise Application Division largely manages the payroll and HR applications, 
while departments with IT staff typically maintain department applications 

• The Operations Division contains operations, telecom and VOIP deployment, and a small 
help desk that supports City departments that lack a dedicated help desk 

• Network management includes some overlapping server management functions, as well 
as the enterprise e-mail application 
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Proposed Organization Chart: 
 
There are several options for organizing IT resources.  Best practice organizations seek to align 
resources to strategic objectives, with very clearly defined roles and responsibilities between all 
parties.  As the city continues in developing an IT Strategic Plan, staff resources can be 
organized to support specific IT initiatives, such as: 

• Defining and communicating the overall IT Vision and Strategy 

• Enterprise Architecture Design activities to plan for the deployment of the IT Vision and 
Strategy 

• Coordination of central ITS staff with Line of Business committee’s and Department IT 
staff in developing the citywide Enterprise Architecture Design 

• Enterprise Solution (application) Implementation with a coordinated and well managed 
project management approach 

• Customer Support and Training that seeks to maintain end-users technology skills while 
anticipating the impacts of new technology deployments 

• Infrastructure Planning and Management of a highly reliable foundation for supporting 
applications and department operations 

The following diagram depicts the inter-relationship of these strategic components that are 
aligned toward carrying out the IT Strategy for the City of Alexandria: 
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The following proposed organization chart depicts a conceptual organizational chart that seeks to 
organize IT resources in alignment to the strategic components defined above: 
 
 

 
 
 
 



 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

For more information contact: 
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(248) 352.2500 
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